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Preface

This documents a contract deliverable with an approval code of&s such, it does not require
formal Governmentapproval. This document is delivered for information only, but is subject to
approval as meeting contractual requirements.

Any questions should be addressed to:

Data Management Office

The EGS Project Office

Raytheon Systems Company
1616 McCormick Dr.

Upper Marlboro, MD 20774-5301
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Abstract

This is Volume 4 of a series of lessamhtainingthe training materialfor Releaset of the Earth
Observing $stem Data and InformationyStem (EO®IS) Core System (ECS). This lesson
providesa detaileddescriptionof the process required for submitting and updating trouble tickets
as well as investigating problems and identifying and implementing solutions.

Keywords: training, instructionaldesign, course objective, problem management, trouble ticket,
trouble ticket review board, failure review board, Remedy.
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Introduction

ldentification

Training Material Volume 4 is part of Contract Data Requirements List (CDRL)1&9ywhose
requirements are specified in Data Item Description (DID) 625/0P3 aneagiireddeliverable
under the Earth Observing System Data and Information SY&&8DIS)Core System(ECS),
Contract (NAS5-6000).

Scope

Training Material Volume 4:System Administration defines the steps requiregrtide the
operations staff with sufficient knowledge and information to satisfy all lesson objectives.

Purpose

The purpose of this Student Guide is to provide a detailed cotiiestructionthat forms the
basis for understanding Network Administratiobesson objectiveare developedand will be
usedto guide the flow of instruction for this lessoihe lesson objectives will serve as the basis
for verifying that all lesson topics are contained witthiis StudentGuideandslide presentation
material.

Status and Schedule

This lesson module provides detailed information about traifongRelease4. Subsequent
revisions will besubmittel as needed.

Organization
This document is organized as follows:

Introduction: The Introduction presents the document identification, scope,
purpose, and organization.

Rdated Doawumentdion: Rdated Doawmentaion identifies paent, goplicable and
information documents associated with this document.

Student Guide: The Student Guide identifies the core elements of this legsbn.
Lesson Olgcives and assoafed bpics aremcluded.

Slide Presentaion: Slide Presentation is reseaved for dl slides usal by theinstrudor
during the presentation of this lesson.
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Related Documentation

Parent Document

The parent document is the document from which this ECS TraMigrial's scopeand
content are derived.

423-41-01 Goddard pace Fight Center, EOBIS CoreSystem(ECS Statement
of Work

Applicable Documents

The folowing docunent are referenced wiin this ECS Training Material, or are direcly
applicable, or contain policies or other directive matters that are bindmgthe contentof this
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ReleaseB SDPSData Server Subsystem Design Specification for the
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System Administration

Lesson Overview

This lesson will provide you with the tools needed to perform the various tasks required to
administe Implementaion of the Eath Obseving Systen Data and Informdion Systen
(EOSDIS) Core System (ECS) during maintenance and operations.

Lesson Objectives

Overall Objective - The overall objective of his lesson is proficiency in the various tasks
required to administer the ECS during maintenance and operations.

Condition - The student will be given a copy 625-CD-004-001 ECS Projeclraining
Material Volume 4:System Administratioand a functioning system

Standard - The student will use the Procedures Manual in accordaitiegrescribedmethods
and complete required procedures without error to accomplish all tasks required.

Specific Objective 1 -The student will startup and shutdown th&CS in its atirety.

Condition - The student will be given a copy 625-CD-004-001 ECS Projeclraining
Material Volume 4:System Administratioand a functioning system

Standard - The studentwill performwithout error the procedures required to effect a complete
startup and a complete and orderly shutdown of the ECS.

Specific Objective 2- The student will manudly shutdown ad restat a singlesubsystm of the
ECS without affecting other subsystems.

Condition - The student will be given a copy 625-CD-004-001 ECS Projeclraining
Material Volume 4:System Administratioand a functioning system

Standard - The student will perform without errtine proceduresequiredto effectan orderly
shutdown and startup of one subsystem of the ECS without compromisitigeowiseaffecting
the other component subsystems from the command line.

Specific Objective 3 - The studeat will shutdown ad restat a single subsystm of the ECS
using ECS Assistant without affecting other subsystems.

Condition - The student will be given a copy 625-CD-004-001 ECS Projeclraining
Material Volume 4:System Administratioand a functioning system

Standard - The student will perform without errdine proceduresequiredto effectan orderly
shutdown and startup of one subsystem of the ECS without compromisitigeowiseaffecting
the other component subsystems using the ECS Assistant.
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Specific Objective 4- Thestudet will be able to labd and index atape cartridge

Condition - The student will be given a copy 625-CD-004-001 ECS Projeclraining
Material Volume 4:System Administratioand a functioning system

Standard - The student will perform without error the procedures requirddb@ a tapeand
index a tape cartridge.

Specific Objective 5- The student will be able to create an incremental tape backup.

Condition - The student will be given a copy 625-CD-004-001 ECS Projeclraining
Material Volume 4:System Administratioand a functioning system

Standard - The student will perform without error thgroceduresrequiredto create an
incremental tape backup of system files created or modified within the past six days.

Specific Objective 6- The student will be able to create a tape backup of the entire ECS system.

Condition - The student will be given a copy 625-CD-004-001 ECS Projeclraining
Material Volume 4:System Administratioand a functioning system

Standard - The student will perform without error the procedures required to perform a
complete tape backup of the ECS.

Specific Objective 7 -The student will be able to restoreindividud files or eatire volumes of
backup tapes to the ECS system.

Condition - The student will be given a copy 625-CD-004-001 ECS Projeclraining
Material Volume 4:System Administratioand a functioning system

Standard - The student will perform without error the procedures required to perform individual
or complée file restordions.

Specific Objective 8 -The studet will be able to review and modify syste logs.

Condition - The student will be given a copy 625-CD-004-001 ECS Projeclraining
Material Volume 4:System Administratioand a functioning system

Standard - The student will perform without error the procedures required to perform system log
mantenance.

Specific Objective 9- The student will create, modify, and delete user accounts on the ECS.

Condition - The student will be given a copy 625-CD-004-001 ECS Projeclraining
Material Volume 4:System Administratioand a functioning system

Standard - The student will perform without error the procedures required to ackivaiser
accounto the ECS make modifications to a variety of account access parameters, and delete the
account from the ECS.

Specific Objective 10 - The student will be able to check amaldify accesrivilegeson files
and drecbories acrossite ECS.

Condition - The student will be given a copy 625-CD-004-001 ECS Projeclraining
Material Volume 4:System Administratioand a functioning system
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Standard - The studentwill perform without error the procedures required to check file and
direcbory access pvileges and radify themto alow or deny access by vatis chsses of users.

Specific Objective 11 - Thestudat will be able to instdl, configure and test anew workstdion.

Condition - The student will be given a copy 625-CD-004-001 ECS Projeclraining
Material Volume 4:System Administratioand a functioning system

Standard - The student will perform without error the procedures required to install, configure,
and test a new workstation including installing COTS, custom software, operating systems.

Specific Objective 12 -The studentwill be able to determine when security breaches occur and
will be able to remedy such breaches.

Condition - The student will be given a copy 625-CD-004-001 ECS Projeclraining
Material Volume 4:System Administratioand a functioning system

Standard - The student will perform without error the procedureguiredto identify when
securty breaches occur and tenedy such breaches.

Specific Objective 13- Thestudet will be able to instdl, configure and test DCE softwee.

Condition - The student will be given a copy 625-CD-004-001 ECS Projeclraining
Material Volume 4:System Administratioand a functioning system

Standard - The student will perform without error the procedures required to install, configure,
and test DCE software.

Importance

A System Administrator’'s goalis © keep he conputer sysém usabé by the users.A sysem
running at peak efficiency does so because of the proper use of thpronatedfor and used
by the System Administratorintimate knowledge of how each tombrks andwhich shouldbe
usa in apaticular situdion is audal to sdisfying theECS usecommunity.
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System Startup and Shutdown

Overview

Starting or shutting down a computer system may involve nothing more than turpowea
switch to the on or off position. However, the interdependency of the various servers may
require the System Administrator to startup or shutdown the servers in a particular order.
Depending on the situation, the entire computer system mafatiedor stopped(cold) or only
selected servers may be started or stopped (wafim. next sections cover the procedures and
details of cold and warm startups and shutdowns.

A complete system startup and shutdown should only need to occur approximately once in three
or four monthsduringthe early stages of systen implementation dueto theinherent instaility of

new systens. After the systen stabilizes, it is estimated thad complee systen statups and
shutdowns will occur only about once a ye&artial shutdowns and restarts will performed

as needed due to maintenance concerns.

Cold Startup By Subsystem

A cold startup is indicated when there are no subsystems currently rusaafggs whenthe
systen is to be turned on for the first time following a systen mantenance opeation tha
requires all power to be turned odf, following a powerfailure. In mostsituationsa cold startup
is also indicated by the power switch being in the OFF position.

The Cold System Startup is done in sequential order by subsydtggure 1 below shows the
order at the DAAC in which each server is to be booted to achieve a fully functional system.

|0css02

DNS Master Server
NIS Master
DCE Master

[OmssO1

License Server - Clearcase Server
Clearcase VOB Server - 1Q Report Writer

IOmsh03

DCE Time Server - HP OpenView

10dmhO03

Sybase Rep Server
g = goddard Sybase SQL Server

e =edc All others i n any order
| =larc
n = nsidc

Figure 1. DAAC Server Startup Orde r
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Cold Subsysem Startup Procedure

1

10

11

Determine which meachines paform the following fundions. Some may peform
multiple fundions:

e Domain Name &ver (DN Master

* Name Information &ver (NIS Master
e Mail Hub Server(s)

e Automount Servers

» Clearcase 8ver

e Communication Subsystem (CSS) including Distributed Compuingironment
(DCE) Server

e DCE License &rver for SUN

e Other License &vers

e System Management Subsystem

e SybaeSQ Seavers

e Data Server Subsystem (DSS)

e Planning & Data Processing System (PDPS)

e Client, Inteopeability and Daa Management (CIDM) Subsystm

Startup the DNSMaster. Once the system has booted without error, proceed to step 3.
Power on the NISViaster. Once the system has booted without error, proceed to step 4.

Poweron the Mail Hub server(s).Once the system(s) have booted without error, proceed
to step 5.

Power on the Automount/Mail HUB server(sPnce the system(s) have booteithout
error, proceedat sep 6.

Power on the Clearcase server(sPnce the systems(s) have booted witheuror,
proceeda sep 7.

Power on the CS server(s). Once the system(s) have booted witheurbr, proceedto
step 8.

Poweron the DCE Licenseserver for SUN. Once the system has booted without error,
proceeda sep 9.

Poweron the Other Licenseserver(s). Once the system(s) have booted without error,
proceeda sep 10.

Power on the MSS server(s). Once the system(s) have booted without error, proceed to
step 11.

Power on the DS server(s). Once the system(s) have booted without error, proceed to
step 12.
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12 Poweronthe FDPS server(s).Once the system(s) have booted without error, proceed to
step 13.

13 Power on the MM server(s).

Warm Startup

A warm startup is indicated when there are some subsystems curvemitygwhile othershave
been shutdown either due to operator intervention or an external malfun¢tiensubsystems
not actively running need to be started without interfering with the current active operations.
some instances, a warm startup may require some active subsystemsshatdmvnand
restated so thathar interaction and conneetivity will be propely resumel.

Warm Subsysem Startup Procedure

1 Determine which machines perform thefollowing fundions:
e Domain Name &ver (DN Master
 Name Information &ver (NIS Master
e Mail Hub Server(s)
e Automount Servers
» Clearcase 8ver

e Communication Subsystem (CSS) including Distributed Compugngironment
(DCE) Server

e DCE License &rver for SUN
e Other License &vers
e System Management Subsystem
e SybaeSQ Seavers
e Data Server Subsystem (DSS)
e Planning & Data Processing System (PDPS)
e Client, Inteopeability and Daa Management (CIDM) Subsystm
Determinewhich machineis aurrently down.
3 Determine the interoperability dependencies among the machines.

Turn on machines in an order consistent with the dependencies.

Note - in addition to warm system startup/reboot sequences, ECS semehisisethe Sybase
SQL server may need to be bounced whenever the SQL seh@unced. At presentthis is
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certainly the case for all STMGT server3hat is, if the Sybase SQserveris stoppedand
restarted for any reason, all STMGT servers need to be stappldstartedoncethe Sybase
SQL server has come back on-line.

Aditional t asking - Updating leapsec.dat and utcpole.dat files

In addition to stating systen seavers thee ae essantial taskstha Systen Administraors must
perform on a regular basis.

In orderto ensureproperoperationof Program Generated Executives (PGESs), two files must be
updatedweekly with data transferred from the U.S. Naval Observatomhese files are
${PGSHOMEY}/databasetommon/TD/leapsec.dat and
${PGSHOME}/database/common/@3utcpole.dat. The update of these files is accomplished
by executing leapsec_update.sh and utcpole_update.sh itodtsfadmin/exedirectory with

root privileges. It has not been determined yetliesetaskswill be accomplishednanuallyor

via cron job scripting .

Normal Shutdown

A normal shutdown occurs when the operator is required to turn off the powiee émtire
systemor any of the component subsystenormal shutdowns are scheduled by the Resource
Manager with prior approval by the DAAC management at a timentivatizesdisruptionto
system users, usually during off houdo loss of data is anticipated from a normal shutdown.
All subsystems are shutdown in a routine and normal fashion.

The systemshutdownprocedures performedby the System Administrator at the discretion of
the Network Administrator, usually for the purpose of repaine systemshutdownis normally
performed in reverse order of the system starteigure 2 belonshowsthe orderat the DAAC

in which each servesiio be shudown b acheve an ordegt shutiown.

All others in any order

[0dm h03

Sybase Rep Server
Sybase SQL Server

[Omsh03

DCE Time Server - HP OpenView

[Omss01

License Server - Clearcase Server
Clearcase VOB Server - IQ Report Writer

[0css02

DNS Master Server
NIS Master
DCE Master

Figure 2. DAAC Server Shutdown Orde r

The System Administrator must be logged in as root to perform a shutdown.

Prior to anormd shutdown, theSysten Administraor sendsbroadcast messayes to all Compute
Operatorson the system at Shutdown Minus 30 minutes, Shutdown Minus 15 minutes, and
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Shutdown Minus 1 minuteAt the scheduled shutdown timethe Systen Administraor blocks

al incoming rejuests from thegaeway and dlows ective jobs to omplde (unless it is
anticipatedthat they will take longer than 10 minutes in which case the System Administrator
will terminae the proesse and notify theoriginaor). The Systen Administraor then beginsto

shut down all subsystems the order prescribed in the procedure below.

HP OpenVew is used ashe nonitoring agentwith each subsyam icon twrning red astiis
successfully shutdown.When all subsystems haveen successfullyshutdown,the UNIX
prompt g@pears on theconsolesaeen. Totd time from shutdowninitiation to compldion may
be as long as 45 minutes.

Normal Shutdown By Subsysem Procedure

Steps A-G below are preliminary steps to shutting down each subsystem.
A Login to the server awot.

B Enter root password.

C Typewall and pres&eturn.
D

TypeThis madhine is beng shutdown for reason Please save your work and log off
now. We are sorry for the inconvenience.Press Control and D keys simultaneously.

E Wait atleastfive mnutes.
Typeshutdown -g0 40 or shutdown now -i0 at the UNIX prompt and pres&eturn.
Power off all peripherals and the CPU.
1 Determine which machines perform thefollowing fundions:
- DNS Master » Other License &rvers
- NIS Master « MSS including Tivoli Server and

- Mail Hub Server(s) SybzeSQL Severs

- Automount Server - DSS

- Clearcase 8ver » Ingest

- CSSincluding DCE Server - PDPS
- CIDM

« DCE License 8rver for 3UN

2 Power off the CIDM server(s) by following steps A-G above for each macldnee the
system(s) have shutdown without error, proceed to step 3.

3 Power off the BPS server(s) by following steps A-G above for each machiece the
system(s) have shutdown without error, proceed to step 4.

4 Power off the Ingest server(s) by following steps A-G above for each madbimee the
system(s) have shutdown without error, proceed to step 5.
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5 Power off the DS server(s) by following steps A-G above for each machidece the
system(s) have shutdown without error, proceed to step 6.

6 Power off the MS server(s) by following steps A-G above for each mach®ece the
system(s) have shutdown without error, proceed to step 7.

7 Power off the Other License server(s) by following steps A-G above for each machine.
Once the system(s) have shutdown without error, proceed to step 8.

8 Power off the DCE License server for th&l$ by following steps A-G above for each
machine.Once the system(s) have shutdown without error, proceed to step 9.

9 Power off the CS server(s) by following steps A-G above for each machiwece the
system(s) have shutdown without error, proceed to step 10.

10 Power off the Clearcase server(s) by following steps A-G above for each maChioe.
the system(s) have shutdown without error, proceed to step 11.

11 Power off the Automount server(s) by following steps A-G above for each machine.
Once the system(s) have shutdown without error, proceed to step 12.

12 Power off the Mail Hub server(s) by following steps A-G above for each macf@inee
the system has shutdown without error, proceed to step 13.

13 Power off the NISMaster by following steps A-G above for each machi@ace the
system has shutdown without error, proceed to step 14.

14 Power off the DNSMaster.

Emergency Shutdown

An emergency shatown i indicaied when lhe §stem Administrator deerminesthat the enire
system or a component subsystem requires immediate maintenadndeations that an
emergency shutdown is in order include:

- the systmor subsysm is locked up and users are urenl access or ameuver
through the system

- animpending or actual power failure
- an actual system or subsystem hardware or software failure

Every effort should be madeto minimize loss of data during an emergency shutdown by
informing usersto save files and log off if at all possiblélowever, circumstances may be such
tha alargesce loss of déa is unaoidable. In sud instances, daa will be restoral from the
most recent backup tapes and temporary backup files provided by the system (if applicable).

If the entre sysemis locked up lhen a comlete sysemshutdownis requred andthe emergency
shutdownand start-up procedures should be executed immediatelthe DAAC manager is
notified after the system has been brought back on line.
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If major subsystems are locked up then a complete system shutdown is reapdréte
emergency shutdown and start-up procedures should be exaecutedliately. The DAAC
manager is notified after the system has been brought back on line.

If one or only a few of the subsystems are experiencing problems and only some of the users are
impacted,the subsystenproblem(s)should be resolved firstlf after all efforts to resolve the
subsystemproblemsare exhausted the System Administrator determines that a shutdown is
necessary, only those affected subsystems should be shutdaviynif these steps provideo

relief shouldthe entiresystembe broughtdown. In any case, every effort should be made not to
impact uses thd are still on thesysten and to minimiz data loss.

Emergency Shutdown Procedure

1 Login to the server as root.
2 Enter root password.
3 Typesyncat the UNIX prompt, then pregeturn.

- synccauses all information in memory that should be on disk to be written out
including modified super blocks, modified inodes, and delayed blockii/be
system is to be stopped, sync must be called to insure file system integrity.

Type syncagain at the UNIX prompt, then prd3sturn.
Typehalt at the UNIX prompt, then pregeturn.
Shutdown all client workstations.

~N o o b~

Determine which machines peform thefollowing fundions. Somemachines may
perform multiple fundions:

. Sybase SQL/Rep . Automount
. Autosys . Mail Hub

. Clearcase . NIS

e  Tivoli . DNS

. DCE

8 Power off the Sybase SQL/Rep server@nce the system has shutdown without error,
proceeda Step 9.

9 Power off the Autosys server(spnce the system has shutdown without error, proceed to
Step 10.

10 Power off the Clearcase server(§)nce the system has shutdown without error, proceed to
Step 11.

11 Power off the Tivoli server(s)Once the system has shutdown without error, proceetéfo S
12.

12 Power off the DCE server(sOnce the system has shutdown without error, proceettfpo S
13.
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13 Power off the Automount server(sPnce the system has shutdown without error, proceed to
Step 14.

14 Power off the NISserver(s).Once the system has shutdown without error, proceetéfo S
15.

15 Power off the DNSserver(s).

In case of EXTREME emergency where time does not allow you to execute the above
procedures, execute the procedure steps that foRavorewarned, howevethatthis procedure

does not ensurefile systen integrity and will result in loss of d&a and/or danage to thefile
system. It should be used only as a last resort.

Extreme Emergency Sysem Shutdown Procedure

1 Atthelogin: prompt, typeoot, then pres®eturn.
2 AtthePassword:prompt, enter thRootPassword
3 Pressthél and the &eys simultaneously.
4

Once retirned b anok or > prompt, turn the power switches on the CPU and all peripherals
to theoff position.

WARNI NG

The use of L1-a does not ensure file system|
integrity. There is a very high risk of losing
data when this process is used.

System Shutdown by Server

In situdgions whee only asinglesaver requires mantenance the Systen Administraor will need

to determineif and how the faulty server affects other servers on the netvimke. server may

be able to be shutdown without affecting the rest of the network, or several dependent servers
may have b be shudlown in addtion o the &rget server. Becauseof theseinterdependenes,

each case will have to be uniquely evaluated.
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The ECS Assistant

What is ECS Assistant?

ECS(EOSDIS Core System) is a complex system comprising many subsystems and components
runningon multiple heterogeneous host machines. The coordination of all the subsystems is an
arduoustime consumingerror prone task. In order to improve our effectiveness and efficiency,

an easy-to-useGUI tool, “ECS Assistat,” has ben developed to facilitate ECS Maintenance
activities.

Currently, the ECS Assistat is omprisa of three mgor saipts: EcCoAssist,EcCoModengr,

and Ec@Esdimgr. These scpits provide users wih a Graphtal User Interface to perform
functions such as subsystem server startup slmuddown,ESDT managementand database
review whenusingthe ECS system. During the course of performing their tasks, operators can
use ECS Assistant to perform the following functions through its GUI:

e To strtup and shutdown servers for each subsyst

e To graphically monitor the server up/down status

e To open and w@w the desiled log files for each server used
e To review various databases used in the ECS system

In the following sections, wewill address a&pects of how to useéhe ECS Assistat. Section one
explains how to use ECS Assistant to fecilitate and manage the subsystms and ther severs,
including server girt up and shutiown. fcion wo descibes how & monitor servers foeach
subsystem, including using the ECS Monitor and ECS lodfile viewer.

Using ECS Assistant to Start Up / Shut Down Servers

This procedure describes routings for using the ECS Assistant GUI tagtand shutdown
subsysten severs. The procedure desaibed hee will apply to dl the severs from different
subsystms. Thenext procdure will desaibe how to monitor thesavers’ staus with theECS
Assistant.

Detailed procedures for tasks performed by the System Adminisiagoprovided in the
sections tha follow.

Assumptions:
1. The ECS Assistant has been properly installed.
2. The required environment variables have been set properly.
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To run he ECS Assistant execué the procedure sps hatfollow:

Subsyst em Server St art Up / Shut Down Procedure

1 Log into one of the host machines.

2 At the UNIX prompt on the host from which the ECS Assistant is to be runségpav
DISPLAY hostname0.0, presReturn.

. Thehostnameis thename of themachine on whid theECS Assistat is to be
displayedj.e.,the machine that your are using.

. To verify the setting, typecho $DISPLAY, pressReturn.
3 At the UNIX prompt on the host from which the ECS Assistant is to be runségpev
ECS_HOME /usr/ecs, presfeturn.
. To verify the setting, typecho $ECS_HOME pressReturn.

4 If necessary, at the UNIX prompt on the host from which the ECS Assistant is to be run,
typecleartool setview ViewName pressReturn.

. TheViewNameis theClearCaseview to beusal whilethe ECS Assistat is
running in this session. For example, tygteartool jdoe, presReturn.

. A ClearCase view is required only if the ECS Assistant needs to be able to
“see” into a GearGxse VOB a view is hotnecessary berwise.

5 At the UNIX prompt, typecd /tools/common/ea pressReturn. Then typeEcCoAssist
&, presReturn.

. /toolslcommon/eais thepah whae ECS Assistat is instdled.

This will invoke the ECS Assistant GUI with three push buttons for selecting the proper
activities, a indicated in Figure3.

|| ECS ASSISTANT (251 | |
Fila : bl |

Us=r:  wblms=nt ' =
Mozt tim=zsiz | E
Sina: WATE =]

]

Subsmvston Manager

ESOT Managesr

Mode Manager

Figure 3. ECS Assist ant GUI
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6

10

At theEC

S Assistat GUI, dick theSubsysem Manage pushbutton.

This will invoke the Subsystem Manager GUI, as indicated in Figure 4.

Fils Tosls gy i v L sfawi Imls Halp
frrmme—— P ...t-.—...-| dataliase | dmatmll | kill shedesstey | shaly | e | pobkage | § el all HELare |
wisvlen | wniwstall |
Maodes Butreywbomy I O =0 L Applications Enesiitalsl&a
Ee
LE S 351 [Echakc (ROL/AE] EcHaProowhgent ARy [E-Huhafubbqgant
EHAFE I d FEcmaa G RS I C B R Gk P |
ot D [EcMatm cCHE)
52 I o CRATE ]
o SR | 2 EF T A TR
Dds [Ccinhd CRUL HA
Ecmae mcE AT
o PEEAT =T (BT T
KE
=
o LY
(== Ty
B [LEEE L8 L - VO
Resulls
L e S s L et L | ing1milacion Fatinlice
Ol s ¥ i chELL ¥ R L o THELALL Recard ERELTy T :
S | AT ﬂ-:;:.:'rlgrﬂ'l.g warle | WS R emshaend] gud='E] |
Ty LT :T.:l-‘:l'u.u I9E 19 1904 T
f ElanTomes View L
Somires Fils Lec. | <ML STigs Lecscion =
Fresballakvon Type 1 iRIEL & Afaayiam) Haks Frem b 7 liman 10 Sl s L TR SE |
it ] PR — 1w
. ] Insballasion = BUHTEY
Farfect Insvallstioms Install Ihlu:n-- Immiall Irrors fulippetas instellssd _
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Figure 4. Subsyst em Manager GU |

Select a mode by clicking a mode in the mode listing.

Sdect asu

win

Onae themodeis sdected, thecolor of thesubsyste nanelist is changed.
bsystm with theSubsysem radio button.

The component list for the selected subsystem will appear in the component
dow.

Select a component by clicking the component name under the component window.

win

The selected component will be highlighted.

The server list corresponding to that component will appear in the server
dow.

Select a server by clicking the server name from the server list under the servers window.

The server setcied s highlighted.
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11 To start a server up or shut it down:

. Click thestart button in thecommon taks ba. This will stat up thesdected
server.
. Click thekill button in thecommon taks ba. This will shut down the

sekcked server.
12 Repeat steps 7-11 to start up or shut down other servers.

13 To exit the Subsystem Manager GUI, sela#..Exit in the menu bar of the Subsystem
Manager GUI.

. This will terminate the Subsysts Manager GUI.

Note: While ECS Assitant is currently being used for system nstallation and server
activation/deactivation, the primary tool for server activation/deactivation is HP
OpenView, addressedlater in this documernt.

Using ECS to Perform System Monitoring

ECS Assistant provides two ways to monitor server status. The first one is by performisft) “tail

to log files which record the important activity history performed on the servers. The other way
is by using a database table to display semgdown status’dynamically. Thesemonitoring
methods are described in the following sections.

Using ECS Assistant to Open / View Log Files for a Selected Server

Log files areusedextensively in the ECS sysemto record a fstory of actvity performed on he
system. They provide useful information about seaativities. ECS Assistantprovidesan easy
way to accesandviewtheseogfiles. In he Subsysem Manager GUI, liere & one buton caled
viewlog in the Common Tasks bar. Click this button to invoke a log file 3dlu canreview

the log files for a particular server by choosing the server namettitenufor the Subsystem

to which it belongs.You can also view all of the log files for a component by choosing it in the
Components menu. Menu entries are dimmed if no log files are preseritlldheng example
shows how to use this GUI to open log files for a particular server.

Detailed procedures for tasks performed by the operator are provided in the sections that follow.
Assumptions:
1. The ECS Assistant has been properly installed.

2. The ECS Subsystem manager has been invoked.
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To run the Log Viewer, execte the procedure steps that follow:

1 Click theviewlog button in the Subsystem Manager GUI.
. This will invoke the log viewer GUI.

2 To open and view log files for a particular server, select a server from the Subsystem pull
down menu, then click the server name.

. This will open all the log files corresponding to that server.
. The log file name is indicated in the title bar for each log file GUI.
3 The log file GUI provides the following options for users to view log file contents.
Follow the guidance in the GUI to select the proper options:
. Foreground oolor for changing the foreground color.
. Background color for changing the background color.
. Font sizefor changing font sizes.
. View ertire file for displgying theentire file.
. Continuous update (tail -f) for displaying the updated log file continuously.
. Search for for performing word searches in the log file.
. Print for printing thelog file.

To view log files for other servers, repeat stepsl1-3.
5 Exit the log file by pressingXIT .

Using EC S Assist ant to Monit or Server St atus

ECS Assistant provides another convenient way to monitor the status of the seriistiagy
their up/downcondition. The statusflag for a server is up or down indicating whether or not that
server is running.

Detailed procedures for tasks performed by the operator are provided in the sections that follow.
Assumptions:

1. The ECS Assistant has been properly installed.

2. The ECS Subsystem Manager is running.
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To start up the ECS monitor G UI, execue the procedure steps that follow:

At the ECSSubsysem Manage GUI, select a mode by clicking a mode in the mode

1
list.
. Once themodeis sdected, thecolor of thesubsystm namelist is changed.
2 Select a subsystem by clicking the radio button next to the subsystem name under the
subsystem component window.
. The sdected subsysten radio button will behighlighted.
. The components corresponding to that the subsystem will be displayed in the
component window.
3 Select a component by clicking its name under the component window.
. All of the applications for the selected component will be displayed in the
applications window.
4 If desired, click thamonitor button from the common tasks window.

This will invoke the ECS Monitor GUI window as shown in Figure 5.
The status “UP/DOWN” indicates whether or not if the server is running.

i ECS Monitor

Mode: SHARED Hostname: gOin502
Ueer It mblument

Subsystem: MSS
Component:

: EcMsAg

I Wed Nov 4 11:29:02 EST 1998 |

W Auto Update

STATUS FID ISERID START TIME i

Exit | Update Mow | cdsping all servers...

SERVER
7481  cmshared 1338711703 07:35:25

P
10952 cmshared 1998711702 07:33:17

EchzAgGenProxy
P

EchizAgSubAgent

=

Figure 5. Server Monitor GUI
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5 To see which host each server is running on, clickdsping all servers...button.
. This will invoke the ECS Monitor (cdsping) GUI as indicated in Figure 6.

. The host name for each running server is listed
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Figure 6. cdsping GU |

6 Both ECS monitor GUI and ECS Monitor (cdsping) GUI can be updated by clicking the
update button in the GUI.
. This will cause the list to update to the current status.
To monitor other servers, repeat steps 2-4.
To exit, click theEXIT button.

. This will end themonitor GUI.
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HP OpenView - Network Node Manager

What is HP OpenView?

ECS is heavily dependent on the use of compuoé&tworksand their complexity requiresa
comprehensivemonitoring agent to assist you in system management. Hewlett-Packard
OpenView(HPOV) Network Node Manager(NNM) is just such an agentlt is a multi-vendor
network management tool that, among other things, provides system administratarsnegths

to bring up anddke down EG servers and onitor their status. This canbeacconplishedeither

at an overall Mode level (i.e., TS1, TS2, or OPS) or individual Syseet (i.e., MSS, IDG,

etc.). It also is a powerful management tool that is capable of providing:

e dynamicdiscovery and updating of network topology including IP hosts, gateways,
and networks.

e asite-wide view of network and system resources.
e  status information on resources.

. event notifications and background information.

. operabr interface for nanagng resources.

Network Node Management functions are addressed in detail in the Network Administration
lesson, Volume 4.This lesson will address starting and shutting down B€f&ersusing HP
OpenView.

Starting and Endi ng a NNM Sessi on

Start NNM

In order for the NNM to properly report dhe network topography HP OpenViewWindows
(OVW) must be acitvated. Once adwated, OVW aubmatically starts NNM. OVW also
automdically starts thegpplications tha are instdled and registaed.

Prerequisites for this Task

The network managemenprocesseshat work with OVW and NNM must be runningThe
network management processes consist of the following HP OpenView backgmuasedses,
among others:

e ovwdb - Theproass tha mantains theOVW object daabase
e trapd - Theproass tha multiplexes and logs SNMP tras.
e ovtopmd - The process that maintains the network topology database.

e ovactiond - The process that executes commands upon receipt of an event.
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 snmpCollect- The process that collects MIB data and performs threshold
monitoring.

e netmon - The process that polls SNMP agents to initially discover network topology
and then detect topology, configuration, and status changes in the network.

You can check to see if these processes are running by typing
/usr/ecs/<mode>/COTS/OV/bin/ovstatus where<mode> is normdly OPS TS1, or TS2

object manager name: ovw db

behavior: OVs_WELL_BEHAVED
state: RUNNING

PID: 174

last message: Initialization complet e.

exit status:

object manager name: snmpCo llect

behavior: OVs_WELL_BEHAVED
state: RUNNING

PID: 187

last message: Initialization complet e.

exit status:

object manager name: ovt opmd
behavior: OVs_WELL_BEHAVED

Figure 7. Sample output of ovstatus command

Start the HP OpenView W indows Graphical User Interface Procedure

1 Log on at workstatiomOmsh##.

. NOTE: The x in the workstationnamewill be a letter designating your site:
g=GSFC,m = SMC, | =LaRC, e= EDC, n=NSDC, o = ORNL, a = ASF,
j = JR; the ## will be an identifying two-digit number (e.@Omsh08 ndicaies a
management servicesubsystemhp workstation at GIC). If you access the
workstation through a remote login (rlogin), yowstenterxhost hostnameprior
to the rlogin, andenter setenv DISPLAY <local workstation IP address>:0.0
after the rlogin.

2 Typelusr/ecs<mode>/COTS/OV/bin/ovstatusat a UNIX command prompt and then press
the Enter key.

e A seres of messagesd displayed ndicaing for each procesddt its state is
“RUNNING” or “NOT_RUNNING.”

. If the network management processes are not running, a system administrator
(logged in asoot) can start them by typing
/usr/ecs/<smode>/COTS/OV/bin/ovstart, and then pressing tlinter key.

3 Typelusr/ecs<mode>/COTS/OV/bin/ovw &, and press the Est key.
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4 TheAbout OVW box is displayed, (Figure 8pllowed in a few moments by the OVW Root
window, (Figure 9) and any installed and registered NNM applications are also started.

Figure 8. About OVW window

Figure 9. HPOV Root window
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Exit HP OpenView Networ k Node Manager Session

To exit NNM and all other integrated applications, you must exit Gi\dhe of the following
two ways:

Exit NNM Procedures

1 From the menu bar on any submap window, séfegi, then setctExit; or

2 Click on theClose Mapbutton on all open submap windows until a warning dialog box
is displayed.Then click on theClosebutton to exit OVW.

WARNING: Do not use the CLOSE WINDOW buton in
the upper left corner of the window to exit OVWLhis
may causesomeOVW pro@sses to ranain in opeation
and could result in system-wide problems later.

Do NOT use
this button to
close the

Performance  Lonfigurstion  Fault

CE‘%A|

)

ar
l'|

Select
MAP;
then
select MAP
EXIT button on
each
submap. 196.118.192.11) 188.118.182.

Figure 10. End a NNM Session
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The NNM Submaps

The NNM Map is neverseenin its entirety. What you observe when using NNM is a set of
hierarchical submaps that allow you to view specific portions of the map asagunetwork
activity.

A MAP is:

e A set of related objects, symbols, and submaps.

e A collection of submaps.

e Represents topology and state of real-world network.
A SUBMAP is:

e A collection of related symbols.

e Represents a view of the network.

e Part of the herarchcal structure
Figure 11 shows the hierarchical structure of submaps.

"y
f:h_;? ROOT | 1
1l TR
= | :IF’ Internet[f

Service IP Internet

I I

Mode Service Network

| | | |

@} :;@'] Segment Seament
Etc. Etc. S meitl

=

Nodel Node Nodel Node

Figure 11. HP OpenView submaps hierarchy.

31 625-CD-004-002



Figure 12 shows examples of the different levels of HP OpenView screens.

Figure 12. Submap example screens

As shown in figure 13, there are four parts to each submap:
1  Menu Bar
Tool Bar

2
3  Viewing Area
4  Status Line
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Figure 13. Parts of a Submap

Menu Bar

The Menu Bar offers a set of choices for performing a variety of tasks such as creating new
maps and submaps, creating and modifying object information, and configuring thresholds.

Tool Bar

TheTool Bar (Figurel14)is usedto quickly maneuver through the graphical display$e Tool
Bar has several special buttons that perform a variety of routine tasks.
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HOME ROOT

subm ap

Display
QUICK
NAVIGATOR

Display
ABOUT OVW
dialo g box

CLOSE Display
PAN &

ZOOM

current
subm ap

Figure 14. Sample Tool Bar

HOME button — When NNM starts up, you are placed in a particular submap by défhidt.
default subma is @lled thehome submap.Any submap can be so identifiedlvhen theHome
button is selected, the display returns your particular home submap.

ROOT button — Displays theoot submap.
PARENT button — Displays thparent submap to the current submap.

CLOSE button— Closesthe current submap.Use this button to back your way out of NNM.
This performs the same procedure as selechitapp = Close Submap from the pull-down
menu.

QUICK NAVIGATOR button — Allows you to move from one submtapanotherwithout
moving explicitly through the hierarchyUsing the MenuselectionEdit = Add to Quick
Navigator, you can select specific submaps or symbols that you monitor on a regular basis.

PANNER button— Some submaps are so extensive that the entire submap view cannot be seen.
Using this pannerallows you to shift the view of a particularly large submap so that you can
zoom in on a desired area of a submap.

ABOUT OVW DIALOG button — Displays the OVW dialog box.

Viewing Area

The Viewing Area is your window into the submap being currently displayBg. default, the
entire submap is shown within the viewing ar€&n somecomplexmapsyou may wish to use
thePan and Zoomfeaure b zero h on a spefic area.
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Status Line

Messages on the status line indicate the status of OVW including:
the name of the open map.

Read-Wrte access permesons.

name of the open submap.

status of the auto-layout feature (on or off).

Other messagesnay appear on the Status Line from time to time, such as synchronizing,
which indicates that the map is beng updated with the latest information in the MIB.
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Starting and Shutting Down Servers from HP OpenView

Oneof thekey features of HP Op@aView is its @pability to stat and shutdown sysie severs
using the graphtal user nterface. This can be accoplishedeither for all serversin a specfic
mode or individudly by subsyste. Using this proedure will save significant efort over
command-lineinitiation of severs.

Starting and Shutting Down Servers from HP OpenView Procedure

1 Start the HPOpenVew appicaion

2 After theAbout OVW box is displayed, the OVWoot window, (figure 15), will appear.
From the menu bar click on tiMap; Maps; Oper/List selections (figure 16) to bring up the
Available Maps selection window (figure 17).

Figure 15. HPOV Root window
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Figure 16. Maps select window

Figure 17. Available Maps window
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3  Selectthe desired map to bring up tliRoot mgp thd displays theServicesandIP Internet
icons (figure 18).Double click on theServicesicon to display th&ervice submap.

Figure 18. Root map
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4 From the Service submap, Figure 19, select either thi@de icon to bring up the Mode
submap (figure 20) to start or shutdown all servers fgivan mode(TS1,TS2, OPS,etc.),
or select a specific subsystem icon to start or shutdown servers for a specific subgystem.

to step 6)

S [

Figure 19. Service submap

39 625-CD-004-002



Figure 20. Mode submap

5 Right-click and hold on the desired Mode icon to display the pomempushownin Figure
21, continue to hold and scroll down to either $h&rt execuable or Shutdown executable
option. Release the right mouse button and the servers for the selected mode will start or

shutdown.

Figure 21. Start/Shutdown executable pop-up menu
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6 To start or shutdown specific servers in a subsystem (CLS, NI&S etc.),double-clickon
the desired subsystem icon in exvice submap.(Figure 19).

7 FromtheexpandedubmapfFigure22, right-click and hold on the desired server application

to display the pop-up menu, scroll dovathe Start execuable or Stop execuable option,
release thebutton ad thesever will start or shutdown.

Figure 22. Subsystem submap pop-up window
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Secure Shell (ssh)

In this lesson you will learn how Secure Shell is used to niak&CS working environment
more secure by usg the Scure Bel (ssh and Secure Logirslogin) conmands b access ES
systems.

What is Secure Shell?

SecureShell (ssh)is a set of programs that greatly improve network security. The primary need
for it on ECSis to allow secure, interactive access to ERSACs without needing burdensome
procedures and mechanisms and additional hardware.

Securein this ontext means not sading paswords "inthe clear” sotha intrude's may intercept
them and also encryption of the entire session.

Secur e Access to ECS DAACs

ECShas implemented a Local Area Network (LAN) at the DAACSs that is more staurmost
otherLANs. From the Internet, it is not possible to directly connect with all hosts at a DAAC.
Therearea setof hoss thatare 'duathomed"” to a user LAN hatis conneatd on one sie D the
Internetand to the DAAC production LAN on the other side. This will require an interactive user
to first sshto a dual homed host and then ssh to a production host. In order to minimize the
impact on the user, a single login has been implemented.

The ECS LAN deign dso ensures aconnection in onedirection will be possiblebut going the
otherway will not. In Landover, for instance, a connection can be made from the EDF (or the
MiniDAAC) to the VATC but not the other way from the VATC to the MiniDAAC due to the
Raytheon firewall.

Setting Up ssh

Ssh programs have client and server components much like other nerhegrams.The user

only needsto be concerned with the client configuration as the server side is done by a systems
administrator. The amount of effort that it takes to get ssh going depeidsv manydifferent
homedirectories the user has. At Landover, for instance, there are separate directories for the
EDF, the MiniDAAC and the VATC.

Most useas will start from thesame host whéher from an X termind, a UNIX workstéion or a

PC. The process is started by running the sshsetup script which will enableosisér twosts

from which one may use the same home directoffne only thingyou needto do before
executingthe script is to pick a good passphrase of at least 10 charadtetscan, and should,
usespacesand multiple words with numbers and misspellings and special characters. Note that
passwords are NOT echoed back to the screen.
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Initiating sshseup procedure

Login to your normal Unix workstation where your home directory resides.
Initiate Secure Shel setup by typing/tools/bin/sshsetupthen press Return.

e You will see an informdion staement:

Use a passphrase of at least 10 characters which should include numbers
or specal charaatrs and MAY nclude spaces

At the prompt”"New passphrasegnter your passprase <emer>.

At the prompt "Retype new passphrage:enter your passgrase <emter>.

e You will then se=

Initializing random number generator...

Generating p:Please wait while the program completes ...

%

e This establishes the .ssh sub-directory in your <username>/home directory, creates

the localssh key, and crezd he necessarylés.

Remote ssh Access

If you need to access a host with a differdeotnedirectory,you will needto run the sshremote
script. This script sets up the destination host with the new set of keys and trireséensrce
(local) key to the destination and the destination key to the souiteu must have an existing

account on the remote host.

Sdting up remote access ssh pocedure

1
2

Login into your normal Unix workstation where your home directory resides.

Initiate Secure Shél remotesdup by typing/tools/bin/sshremote then press Return.

e You will seethefollowing prompt:

You have a local passphrase. Do you want to setup for:
VATC

EDF

MiniDAAC

GSFC DAAC

GSFCMand O

EDC DAAC

o O~ WODN P
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7 EDC M and O

8 LaRC DAAC

9 LaRCMandO
10 NSIDC DAAC
11 NSIDC M and O
12 Exit from script
Select

At the "Select" prompt, type in the corresponding number to the desired host, then press
Return.

e You will receive a prompt similar to the following for the VATC:
Working...

At the prompt "Enter passphrase for RSA key '<username>@<hostname>": Type in your
passphraseand then press Return.

e A prompt simila to thefollowing will be displayed:
Last login: Thu Jul9 10:41:13 1998 from echuser.east.hit
No mal.
Sun Microsystems Inc.SunOS 5.5.1 Generic May 1996
tlcodel{username}l:

At the prompt "Press <ctrl>a to run sshsetup and exit <enter> to logoff tlcodelu", type
<ctrl>-a to initiate the sshstup scipt on theremotehost

e You will see an informdion staement:

Use a passphrase of at least 10 characters which should includeasiumbe
or specal charactrs and MAY nclude spaces

At the prompt”"New passphrasegnter your passprase <emer>.

At the prompt "Retype new passphrage:-enter your passgrase <emer>.
e You will then se=

Initializing random number generator...

Generating p:Please wait while the program completes ...

%

At the "tlcodel" prompt typexit, the press Return.

e Thefollowing informaion will be displayed:

Updating locally...
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Updating tlcodelu.ecs.nasa.gov
%

e This establishes the ssh key at the remote host and exchanges key information with
your local host.

Note: The ssh keys at remote sites can be different from the local host ssh key

Changing Your Passphrase

Another script has been developed to change your passphrase on the local host and then transfer
thekey to theothe environments. Thessh kgs for renotehosts will hae to bechangead
separately.Use the following procedure to change your passphrase:

Changing Your PassphaseProcedure

1 Login to your normal Unix workstation where your home directory resides.
e Initiate passphrae changeby typing/tools/bin/sshtipass then press Return.
e You will see an informdion staement:
Use a passphrase of at least 10 characters which should include numbers
or specal charactrs and MAY nclude spaces
At the prompt "Old passphrasetfiter your old passghrase <emer>

3 At the prompt”"New passphrasegnter your passprase <emer>.
At the prompt "Retype new passphrage:-enter your passgrase <eter>.
e You will then see an informaion prompt simila to thefollowing:
ssh-kggen will now beexecuted. Please wait for the prompt to réurn!
/home/bpeters/.ssh/authorized_keys permissions have already been set.

%
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Tape Operations

In this lesson you will learn how Networker Administrative software and the Exabyte tape drive
work together to administer the use of tapes for system backups and file restofatioctsons

such as how to label a new tape, how to index a tape cartridge, and how to perform backups and
restores are covered.

TERMS:

e Cartri dge- A hardware device that is part of the Exabyte tape diivieolds up to 1Qapes
thatare aubmeaticaly sekecied by Neworker.

e Drive - Hardware device into which thetape or tgpe cartridge is inseted tha peforms the
actual recording of data.

e Index - A list of the labeled tapes currently stored in the jukebox.
e Inventory - The action of making andex.

e Jukebox - A hardwaredevicethat stores more than one tape used for system backups and
restores. Working in @wnjundion with speialized softwae, it can automdically sdect the
proper tape, load the tape into the tape drive, and return it &psopriatesliot upon
compldion of thetask.

e Label - A uniqgue name assigned to a tape by Networker.

e Volume - A recording medium; in the case of this course, a voland a tape a
synonymous.

Networker Administrator Screen

The main Networker Administrator screen (Fig@8), which is displayedaftertyping nwadmin
at a UNIX prompt, contains four main sections.

1. The menu ba at the top of the saeen, which displgys dl of the possiblecapabilities of
Networker Admin..

2. The speedbar, which can be customizd, displys icons tha execute the most common
procedures.

3. Current configuration information, including the current Networker semeravailable
backup devices (tape drives, file systems, CD-ROMs, etc.).

4. Currentstatuswindows which display in real time the actual activity on the various devices,
and progress and error messages.
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Ai nwadmin = i_l

File Clients Server Media Save Set Customize Options Help
£ | =l &=
L= 3]
Change Group
Server Maount Unmount Label Indexes Yolumes Control
Server: sprglsgi.gsfc.ecs.nasa.goy NetWorker 4.1.3-12/18/95-20:27 Turbo/60

Up since: Wed Mar 5 14:54:33 1997
Backups: 162 sessions, 7960 ME total
Recovers: 0 sessions

Devices:
3 &mm SGE Cunmounted)
/ gmm 5GB Cunmounted)
Jdev/rmt/tps5dSnrnsw (1) 8mm S5GB sprglsgi. 327 writing, done
Jdev/rmt/tps5ddnrnsw(1) &mm S5GE sprglsgi. 326 writing, done
=
Sessions:
=
Messages:
Thu 23:09:42 dndex notice: nsrim has finished checking the media db —:—i
—
Pending:

Figure 23. Networker A dminist rative main screen

Labeling Tapes

Filesanddirectorieshaveuniquenameshatare assigned by the user to identify thelim.much
the same manner, tapes are given unique names, or labhls.allows such programsas
Networker and such hardware devices such as the Exabyte jukedatotoatehe tapeselection
process when performing system backups and restiésen a tapeis initialized, Networker
assignsit alabd. Networker then stores thetgpes labd with afile tha is written to thetape so

that when a file restoration request is received, Networker will know exactly which tapledo
from the jukebox.
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Tape Labeling Procedure

10

Typexhost <remote_workstation_name>and then press thenter key.

Set display to current terminal by typingeterv DISPLAY IPNumber.0.0 or setenv
DISPLAY BackupServerName:0.Q, then pres&eturn

Start the log-in to the Backup client server by typiogls/bin/sshBackupServerName
in the second window and then pressHEn¢er key.

e If you have previously set up a secure shell passphrase and exeslutechote a
prompt to Enter passpirase for RA key '<user@localhost' appears; continue
with Step 3.

e If you have not previously set up a secure shell passphrase; go to Step 4.

If a prompt toEnter passphrase for RA key '<user@Ilocalhost’ appears, type your
Passphraseand then press thenter key. Go to step 5.

At the <user@renotehost>'s password:prompt, type youPasswordand then press the
Enter key.

Log in as root by typingsu, then pres®eturn.

e A password prompt is displayed.

Ente theRootPasswordthen presfeturn.

e Remembe tha YourPasswords case sensitive

e You are authenticated as yourself and returned to the UNIX prompt.

At the UNIX prompt, typeawadmin, then presfeturn.

e A window opens for the Networker Administrative program.

Insert the blank tape(s) in the jukebox's cartridge, then install the cartridge in the jukebox.

e Remove any non-blank tapes from the cartridge or else they will be re-labeled and the
daaon thetgpes will belost.

Click theLabel button.
e TheJukebox Labding window opens (Figure24).
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— Jukebox Labeling

Server: sprglsgi.gsfc.ecs.nasa.goy
Device: /devirmt/tpsSdSnrnsy
Starting with:

sprglsgi. 336

First slot: 1

Last slot: 10

Pool: Cefault > Archive < PC Archive
<> Default Clane <> Archive Clane <> PC Archive Clane

] Manual recycle

Ok Cancel Help

Figure 24. Jukebox Labeling window
In the field markedtarting with, enter the tape label you wish to use for the first tape in
the sequence.

e Tape labels are named by using the host name gpralsgi), a dot or period, and a
sequential number (e.@01,002).

e By default, the system will prompt you with the next label in the sequence (e.g.,
sprnlsgi.01).

In the First Slotfield, enterl or the slot containing the first volume to be labeled; in the
Last Slot field, enterlO or the slot containing the last volume to be labeled.

e Slot 1 is at the top of the cartridge and 10 at the bottom.

e Slot 11 is the non-removable slot within the jukeb@kis usually contains a
cleaning tape.

e Itis OK to leave empty slots.
Click theOK button.

e A status message indicating the progress of the tape labeling procedure appears and
updates.

e Labeling a full cartridge of tapes takes about 15 minutes.
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14 When he satus i the Jukebox Labding window readdinished, dick theCancel
button.

e TheJukebox Labding window closes.
15 From theFile menu, seledExit.
e Thenwadmin program terminates and you are returned to the UNIX prompt.
16 At the UNIX prompt for the backup seryéypeexit, then presfeturn.
* Rootis logged out.
17 Type ext again, then predReturn.
e You are logged out of and disconnected from the backup server.
18 Put an dentfying stcker on he ouside of eachdpe cassée.

Indexi ng Tapes

Labded tapes are loaded in a tape cartridge tha is inseted into the Exabyte tape drive, dso
referred to as thpikebox. Networkerneedg€o know thelocationof each tape in the jukeboX.0

do this, Networker usesmocesscalledinventory which prepares an index by matching a tape
label to the cartridge slot that holds that tape (Figure Z&en,whenarequesto recoverafile

or a sebf files isreceved, Networker locates thetape based on theinformation in its menory.
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CAUTI ON

If you move a tape from its position in the cartridge, Networker ill
not know where to find iF{gure 26) You must re-index the
cartridge by performing these procedures again for Networker {
select the correct tap&igure 27)

|®)

Tape Cartridge,

» Cleaning Tape
» GSFCDAAC.001
1% GSFCDAAC.002

SLOT 1 = CLEANING TAPE <
SLOT 2 = GSFCDAAC.001 <
SLOT 3 = GSFCDAAC.002
SLOT 4 = GSFCDAAC.006 <«
SLOT 5 = GSFCDAAC.010 <~
SLOT 6 = GSFCDAAC.352 <
SLOT 7 = GSFCDAAC.003 <-
SLOT 8 = EROSDAAC.001
SLOT 9 = EROSDAAC.523 <.
SLOT 10 = UNDEFINED «...
SLOT 11 z UNDEFINED <-..

» GSFCDAAC.006

1> GSFCDAAC.010
....... > GSFCDAAC.352

> GSFCDAAC.003

> EROSDAAC.001

> EROSDAAC.523

> empty

> empty

Figure 25. Tape index following the initial inventory

Tape Cartridge

1> Cleaning Tape

SLOT 1 = CLEANING TAPE “\
SLOT 2 = GSFCDAAC.001 <7
SLOT 3 = GSFCDAAC.002
SLOT 4 = GSFCDAAC.006 <
SLOT 5 = GSFCDAAC.010 ¢~
SLOT 6 = GSFCDAAC.352< -
SLOT 7 = GSFCDAAC.003 ¢~ \
SLOT 8 = EROSDAAC.001 ¥
SLOT 9 = EROSDAAC.523 =%
SLOT 10 = UNDEFINED «._ _
=UNDEFINED «._/ ™

e ‘™ GSFCDAAC.999
> EROSDAAC .888

“1» GSFCDAAC.001
--1% GSFCDAAC.002

» GSFCDAAC.006

et GSECDAAC.010
> EROSDAAC.777
> GSFCDAAC.003

> EROSDAAC.001
Tl EROSDAAC.523

Figure 26. Tapes changed but not re-inventoried
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Tape Cartridge

» Cleaning Tape

SLOT 1 = CLEANING TAPE V™

SLOT 2 = GSFCDAAC.001 </~
SLOT 3 = GSFCDAAC.002
SLOT 4 = GSFCDAAC.006 <
SLOT 6 = EROSDAAC.77 =<
SLOT 7 = GSFODAAC.008 €. > EROSDAAC.777
SLOT 8 = EROSDAAC.001 - > GSFCDAAC.003
SLOT 9 = EROSDAAC.523 =X

SLOT 10 = GSFCDAAC.999 4.

1% GSFCDAAC.001
» GSFCDAAC.002

» GSFCDAAC.006

~=1» GSFCDAAC.010

e EROSDAAC.001
> EROSDAAC.523

-l TP GSFCDAAC.999

P
EROSDAAC.888

Figure 27. Index is updated after reinventory

Indexing Tape Procedure

1 Typexhost <remote_workstation_name>and then press thenter key.

2 Set display to current terminal by typingeterv DISPLAY IPNumber.0.0 or setenv
DISPLAY BackupServerName:0.Q, then presReturn.

3 Start the log-in to the Backup client server by typdimgs/bin/sshBackupServerName
in the second window and then pressEneer key.

e If you have previously set up a secure shell passphrase and exestutexhote a
prompt to Enter passpirase for RA key '<user@localhost' appears; continue
with Step 3.

e If you have not previously set up a secure shell passphrase; go to Step 4.

4 If a prompt toEnter passphrase for R key '<user@localhost' appears, type your
Passphrasend then press thignter key. Go to step 5.

5 At the <user@renotehost>'s password:prompt, type youPasswordand then press the
Enter key.

6 Log in as root by typingu, then pres&eturn.
e A password prompt is displayed.
7 Ente theRootPassworgthe pres®keturn.
e You are authenticated as root and returned to the UNIX prompt.

53 625-CD-004-002



8

9

10

11

12

At the UNIX prompt, typeawadmin, then presfeturn.
e A window opens for th&letworker Administrative program.
Click theMount button, or seled¥ledia -> Mount from themenu.

e TheJukebox Mounting window opens (Figure 28) and displays a list of the tapes
that Networker is currently aware of.

 When you are finished with this window, click t@ancel button.

— Jukebox Mounting
Server: sprglsgi.gsfc.ecs.nasa.gov
Device: /devirmt/tpsSdSnrnsy
Volume: sprglsgi. 327
Slot Volume Pool % Used
1 _sprglsgi. 326 Default 100% ||
2 sprglsgi. 327 Default G
3 sprglsgi. 328 Default
4 sprglsgi. 3249 Default
S sprglsgi. 330 Default =
& sprglsgi. 331 Default
7 sprglsgi. 332 Default
2 sprglsgi. 333 Default -
9 sprglsgi. 334 Default |
10 sprglsgi. 335 Deftault ¥
Ok Cancel Help

Figure 28. Jukebox Mounting window.

Insert the required tape(s) in the jukebox’s cartridge, then install the cartridge in the
jukebox.

» Refer to the jukebox’s documentation for detailed instructions on installing the
cartridge.

SelectMedia from themenu ba, then sdect Inventory.
e TheJukebox Inventory window opens.

In the First Slotfield, enterl or the slot containing the first volume to be labeled; in the
Last Slot field, enterlO or the slot containing the last volume to be labeled.

e Slot 1 is at the top of the cartridge and 10 at the bottom.

e Slot 11 is the non-removable slot within the jukeb@kis usually contains a
cleaning tape.

e Itis OK to leave empty slots or slots with previously inventoried tapes.
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13

14
15

16

17

18
19

Click theOK button.

A status message indicating the progress of the tape indexing procedure appears and
updates.

Inventorying a full cartridge of tapes takes between 20 and 30 minutes.

When heJukebox Inventory status readginished, dick theCancel button.

Click theMount button to verify that the indexing worked.

e TheJukebox Mounting window opens.

e Therequired tape(s) should be shownlf not, repeat this procedure from step 8.
Click theCancel button.

e TheJukebox Mounting window closes.

From the menu bar, seldeie, then setctExit.

At the UNIX prompt for thdBackupServer, typeexit, then presfeturn.

At the next UNIX prompt, typexit again, then predReturn.
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System Backups and Restores

Performing regular and comprehensive backups isobriee mostimportantresponsibilitiesa
System Administrator hasBackups are the insurance that essentially athesystemdatais
always avalable. If the systm crashes and latlisks are dameged, he §/stem Administrator
should be able to restore all of the data from the backup tapes.

Incremental Backup

An incremental backup copies to tape all files on a systesulmsystenthat were createdor
modified since the previous incremental backup regardless of the blackelip The purposeof
an incremental backup is to insure that the most recent editefil@is readily availablein case
user error or disastrous system failure causes the file to bexayroet. Incrementabackupsare
scheduled a atimetha causes minima disruption to theuses. Copies of al incrementa backup
tapes are sired offste for five weeks beforehey are reused.

Incremental backups are performed automatically according tos¢hedulesetup in the
Networker

Schedules windows (Figure 29)incremental backups caalso be requestedat unscheduled
times by compleing the Incremental Backup Request Formand submitting it to the DAAC
manager.

On-Demand Incremental Backup Procedure

1 Type xhost <remote_workstation_name:=and then press thenter key.

2 Set display to current terminal by typingeterv DISPLAY IPNumber.0.0 or setenv
DISPLAY BackupServerName:0.Q, then presReturn.

3 Start the log-in to the Backup client server by tygimgs/bin/ssh
BackedUp$stemName in the second window and then pressEneer key.

e If you have previously set up a secure shell passphrase and exeshuteichote a
prompt to Enter passpirase for RA key '<user@localhost' appears; continue
with Step 3.

e If you have not previously set up a secure shell passphrase; go to Step 4.

4 If a prompt toEnter passphrase for RA key '<user@Ilocalhost’ appears, type your
Passphraseand then press thenter key. Go to step 5.

5 At the <user@renotehost>'s password:prompt, type youPasswordand then press the
Enter key.

6 Log in as root by typingu, then pres®eturn.

A password prompt is displayed.
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8 Ente theRootPassworgthe pres®keturn.

e You are authenticated as root and returned to the UNIX prompt.
9 At the UNIX prompt, typeawadmin, then presfeturn.

A window opens for the Networker Administrative program.
10 Go to theCustomize menu, seleGdedules.

e TheSdaedules window opens.

File ﬁe.fp_l

Schedules: | n=fayt

Full on 1st of Month
FUll Every Friday
Quarter]

Al T[>

Full on 1st Friday of Month

| Createi | Deletel

Name: |Fu11 on 1st Friday of Month |

Period: 5 \ieek Manth

| Previous Monthl | Current Manth 1 | Mext Manth I

March 1997 April 1997

S M Tu W Th F S § M Tu W Th F 5
14i 14 | 24 | 3fi |4a’f* 1]

26 | 3 | D |5fi |6fi |?a’f* ai Gfi |74 |84 |94 |10 (114|124
9fi | 104 OvemfdeSb';,u”x |_ 134 | 144 | 154 | 164 | 174 | 184 |19/
1640 | 174 || fulf incr* |_ 204 | 2141 | 224 | 23/i | 24/ |25/ | 26/
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Figure 29. Networker Schedules window

11 Look at the button for today and note the letter on that tdiiere is an next to the
date on this button, go to step 12.

e Thei stands forncrenent; f stands for full. Whichever is on the button for today
is what kind of backup that will be done, unless it is overridden.
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Click and hold the button for today, sel€nterri des from the resulting menu, select
Incremental from the next resulting menu.

Click theApply button.

Close he Sthedules window by clicking in the upper left corner of tBehedules
window and selectin@losefrom theresulting meu.

Click theGroup Control button.

e TheGroup Control window opens.
Click the Start button.

e A Notice window opens.

Click the OK button.

 TheNotice window closes.

e The regularly scheduled backup will still run (even though we are now doing a
backup).

Close he Group Control window by clicking in the upper left corner of tGeoup
Control window and selectin@losefrom theresulting meu.

e Status updates appear in theadmin window.

e When the backup is complete, a Finishadssae will appezar.
If the button for today in step 9 had an i on it, go to step 23.
Go to theCustomize menu, sele&dedules.

e The Schedules window opens.

Click and hold the button for today, sel€bterri des from the resulting menu, seldetl|
from the next resulting menu.

Click theApply button.

Close he Schedules window by clicking in the upper left corner of tBehedules
window and selectin@losefrom theresulting meu.

SelectExit from theFile menu to quit theNetWorker Administraive program.

e Thenwadmin window closes.

At the UNIX prompt forthe machine b be backed upypeexit, then pres®eturn.
e Root is logged out.

Type ext again, then predReturn.

e You are logged out and disconnected from the machine to be backed up.
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Full System Backup

A full system backup is a snapshot of the data on the entire system as of a particulBinelate.
datais stored on &pes hatare usedd recreat the systmin the evenbf a btal sysemfailure.
The full system backup is run by the System Administrator on a regular schedule, usually
weekly. Full system backup tapes are stored offsite for security reasons.

Full Backup Procedure

1
2

Typexhost <remote_workstation_name>and then press thenter key.

Set display to current terminal by typingeterv DISPLAY IPNumber.0.0 or setenv
DISPLAY BackupServerName:0.Q, then presReturn.

Log into the machine to be backed up by typittgols/bin/sshBackedUp§stermName,
then presfketurn.

e If you have previously set up a secure shell passphrase and exestutexhote a
prompt to Enter passpirase for RA key '<user@localhost' appears; continue
with Step 3.

e If you have not previously set up a secure shell passphrase; go to Step 4.

If a prompt toEnter passphrase for R key '<user@localhost’ appears, type your
Passphraseand then press thignter key. Go to step 5.

At the <user@renotehost>'s password:prompt, type youPasswordand then press the
Enter key.

Log in as root by typingu, then pres&eturn.

e A password prompt is displayed.

Ente theRootPasswordthe presfReturn.

e You are authenticated as root and returned to the UNIX prompt.

Execute the NetWorker Backup program by enterimgbackup, then presfeturn.

e A NetWorker Backup window opens (Figure 30)You arenow ableto performa
full backup.
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Figure 30. Networker Backup Window

If no filesMdirectories to be backed up were provided by the requester, i.e. the whole
machine is to be backed up, then typetheSelection field and click theMark button.

e /is designated for backup and has a check next to it.

If files/directories to be backed up were provided then select th&es/directories to ke
backed up in the directory display and click tivark button.

e Drag saoll bar with mouseto seoll the list up and down.

e Double click on directory name to list its contents.

e To move up a directory level, type the path in$ekection field.

e Clicking theMark button designates the file for backup and puts a check next to it.

Click theStart button.

e A Badkup Optionswindow opens.

Click theOK button.

e TheBadkup Optionswindow closes.

e TheBadkup Status window opens providing updates on the backup's progress.
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After theBackup Completion Time message appears in tBackup Status window,
click theCancel button.

e TheBadkup Status window closes.

e The backup is complete.

SelectExit from theFile menu to quit the NetWorker Backup program.

e The NetWorker Backup window closes.

At the UNIX prompt forthe machine to be backed up, type ext, then presReturn.
e Root is logged out.

Type ext again, then predReturn.

e You are logged out and disconnected from the machine to be backed up.

Single or Multiple File Restore

From time to time individual files or groups of files (but not all files) will have to be restored
from an incremental backup tape due to operator error or system failure.

In order to perform the procedure, the System Administrator must have obtained the following
information from the requester:

- Name of machine to be restored.

- Name of file(s) to be restored.

- Date from whid to restore

- User ID of the owner of the file(s) to be restored.

» Choice of action to take when conflicts occ@hoices are:
0 rename current file.
0 keep current file.

O write over current file with recovered file.
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Single or Multiple File Restore Procedure

1 Typexhost <remote_workstation_name>and then press thenter key.

2 Set display to current terminal by typingeterv DISPLAY IPNumber.0.0 or setenv
DISPLAY BackupServerName:0.Q, then pres&eturn.

3 Log into the machine to be restored by typifigols/bin/sshMachine Restored then
press Retm.

e If you have previously set up a secure shell passphrase and exeshutechote a
prompt to Enter passpirase for RA key '<user@localhost' appears; continue
with Step 3.

e If you have not previously set up a secure shell passphrase; go to Step 4.

4 If a prompt toEnter passphrase for RA key '<user@localhost’ appears, type your
Passphraseand then press thenter key. Go to step 5.

5 At the <user@renotehost>'s password:prompt, type youPasswordand then press the
Enter key.

6 Log in as root by typingu, then pres®eturn.
e A password prompt is displayed.
7 Ente theRootPassworgdthe pres®keturn.
e You are authenticated as root and returned to the UNIX prompt.
8 Log in as the user by typingu User'sID.
e You are autentcaied aslhe owner of the file(s) to ke restored.
9 Execute the NetWorker Recovery program by entermgrecover, then presReturn.

e A window opens for théletworker Recoveryprogram (Figure 31)You are now
able to perform restores of files.

e i

Hy2 =~ 4

UL
1

= o |

Figure 31. Networker Recovery Window
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Selectfile(s) to be restored and click theMark button.

e Drag saoll bar with mouseo scoll thelist up and down.
e Double click on directory name to list its contents.

e Clicking theMark button designates the file for restore and puts a check next to it.
Go to theChangemenu, seledBrowseTime.
e TheChange Browse Timewindow opens.
Selectthedate from which to restore

e Networker will automatically go to that day's or a previous day's backup which
contains the file.

Click the Start button.
e TheConflict Resolution window opens.

Answer "Do you want to be consulted for conflicts" by clickingytasbutton, then click
the OK button.

e If prompted with aconflict, choices of action will be: rename current file, keep
current file, or write over current file with recovered file.

e Selectthe requestr'schoice of action to take when conflicts occur.

e TheRecover Satus window opens providing information about the file restore.
e If all the required tgpes ae not in thedrive, anotice will appear.

e Click theOK button in the notice window.

e If prompted for tapes, click cancel in tRecover $atus window and execute
Procedure 3.2.5.1.1 Index Tapes.

When arecovery compete message appears, click @ancel button.

Go to theFile menu, seledExit.

e The Networker Recovery program quits.

Typeexit, then presfeturn.

e Theowner of the file(s) to ke restoredis logged out.

Type ext again, then predReturn.

e Root is logged out

Type ext onelast time then pressReturn.

e You are logged out and disconnected frommttaehine to ke restored.
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Complete System Restore

A complete system restore is an emergency procedurshbaldbe performedonly in the event

of a system crash with the loss of data and the only way to get the system bacdkwmingin

a timely fashion is to restore the system from a previous backug result of this actiowill be

that any updates to the system between the last backughetiohe of the restorewill be lost.

The SystemAdministrator will determine which complete backup tape(s) to use (Figure 32).
Dependingon thefrequency of complete system backups and incremental backups, data loss can
be minimized.

A completesystemrestoreinvolvesrestoringa number of tapes depending upon the particular
situation. For example,shoulda system failure occur immediately after a full system backup
was performed, only the tapes used in that backup will be required to restore thetsyitdem
usable stateHowever, if there was a period of time between the lassfsiembackupandthe
system failure, tapes from the last full system backup as well as parti@icamohentabackups

will have to berestored. This may become a time consuming proess d@ending on thesaver
affected, how much data is to be recovered, and how nt@pgs needto be restored.
Additionally, the System Administrator may determine that only one or two of the many
patitions need to berestoral to m&e the systen wholeagan. Therefore, these procedures will

have to be mixed and matched to determine the proper restoration procedure for a given
situdion.

Level O (full sys tem back up)

June 1
June 10
June 11

June 13
June 14
June 15
June 16

Figure 32. Tapes Required f or Full Syst em Restore.

In order to perform the procedure, the SA must have obtained the following information about
the requestr:

- Name of system to be restored

- Date from whidc to restore
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Full System Restore Procedre

1

10

11

Log into the backup server by typinjools/bin/sshBackupServerNanme, then press
Return.

Set display to current terminal by typingeterv DISPLAY IPNumber.0.0 or setenv
DISPLAY BackupServerName:0.Q, then presReturn.

Log into the machine to be restored by typifigols/bin/sshMachine Restored then
press Retmn.

e If you have previously set up a secure shell passphrase and exeslutechote a
prompt to Enter passpirase for RA key '<user@localhost' appears; continue
with Step 3.

e If you have not previously set up a secure shell passphrase; go to Step 4.

If a prompt toEnter passphrase for RA key '<user@localhost’ appears, type your
Passphraseand then press thenter key. Go to step 5.

At the <user@renotehost>'s password:prompt, type youPasswordand then press the
Enter key.

Log in as root by typingu, then pres®eturn.

e A password prompt is displayed.

Ente theRootPassworgdthe pres®keturn.

e You are authenticated as root and returned to the UNIX prompt.

Set display to current terminal by typingeterv DISPLAY IPNumber.0.0 or setenv
DISPLAY BackupServerName:0.Q, then presReturn.

Log in as the user by typingu User'sID.
e You are autentcaied aslhe owner of the file(s) to ke restored.

Set display to current terminal by typirggterv DISPLAY IPNumber.0.0 or setenv
DISPLAY MachineResbred0.0, then pres®eturn.

Execute the Networker Administrator program by enterimgadmin, then press
Return.

e A window opens for the Networker Administrator program (Fia8e

e You aenow dleto peform restores of patitions.
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Figure 33. Networker Administrator’s Window

12 Go to theSave Semenu, seledRecover &t. The Save Set Recovewindow opens.

13 Selectthe Name of system to b restored (referred to aSysem in therest of this
procedure) in th€lient field's menu.

e TheSave Setisting updates.This is a listing of partitions on tHgysem.

e At this timg notethe patitions listad for theSyseem. To do a complete system
restore, this procedure needs to be performed for each patrtition listed.

14 Selectthe Save Separtition from thelisting.
e Thelnstancelisting updates.
15 Select the appropriate Instance

e An Instanceis a particular NetWorker client backup. listing of Instancesis a
report detailing the Networker client backups that have occurred.

e Selectan Instancebased upon thBate from which to restore (referred to aPate
in the rest of this procedure) and of an appropriate level:

Note 1. To daermine a base Date, you must consider the time of day that backups ocEuwr.
example, if the backup occurs at 02:00 each morning then a system coatupiedon June
6 would require a restoration of the June 6 backdpwever,if the systemcorruptiontook
place around the time of the backup, it would be more prudent to use the backup from June 5.
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e If the backups are full or incremental, perform the following actions:

Select the most recent full backup thatcurredon or prior to the Date and perform a
partition restore.If the date of this fulbackupis not the sameasthe Date, perform a
partitionrestore using each incremental backup, in chronological order, between this full
backup and the day after tbate.

e If the backups are of different numerical levels, follow these steps:

First select the most recent level O/full backup prior to othenDate and perform a
restoreof the partition. If a level O/full backup did not occur on tbeate, sekctthe nost
recent backup of the next highest level occurring afterleiisl O and prior to or on the
Date. Perform a restore of the partitio@ontinueto selectthe mostrecentbackupof the
next highest level occurring between thst usedinstance and the day after thBate
until reaching an instance on tbate.

e You can double click amstanceto see which tape is required.

Click theRecoverbutton.

e TheSave SeRecover $atuswindow opens.

e Clicking theVolumes button will show whit tgpes ae required.

Click theOptions button.

e TheSave Set Recover Optionwindow opens.

Sd Duplicate file resolution to Ovewrite existing file by dicking its ralio button.
Make sure that the Always prompmheckbox is not checked.

Click the OK button.

e TheSave Set Recover Optionwindow closes.

Click the Start button in theSave Set Recover Statusindow.

e Status messages appear in$tetus box.

e A recovery comgete message appears when recovery is complete.
Click theCancel button after theecovery compete message appears.

e TheSave Set Recover Statusindow closes.

If additiond partition restores are required, go to stp 8. Othewise sdect Exit from the
File menu to quit the Networker Administrator program.

At the UNIX prompt forthe backup servetypeexit, then presfeturn.
Type ext again, then predReturn.
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System Log Maintenance

System Log Mai ntenance

The SystemLog Maintenance process is performed through Tivoli by the System Administrator.
The Systen Administraor will seup and execute the jobs to berun in vaious formas, i.e.,
recurring day and time, maximum amount of disk spathkis section assumes that task jobs
have already been created and discusses how to edit the job for System Log Maintenance.

Logs are usedttrack everd on he systm An eventis the success or failure ahaction. By
readingand maintaining logs, system administrators can troubleshoot probEntges to the
logs are awmaticaly creaed by he paricular appicaion and stored in the direciory
{usr/lo@/hislog in afile with a.log suffix (e.g., IngestLocal.log).

System Log Maintenance Procedire

1 Log in to aTivoli serverby typing: /tools/bin/sshTivoliServerNane atthe UNIX
prompt, then presketurn.

2 Set display to current terminal by typingeterv DISPLAY IPNumber.0.0 or setenv
DISPLAY BackupServerName:0.Q, then pres&eturn.

3 Log into the machine to be restored by typifigols/bin/sshMachine Restored then
press Retmn.

e If you have previously set up a secure shell passphrase and exastutadote a
prompt toEnter passpghrase for RA key '<user@localhost’ appears; continue
with Step 3.

e If you have not previously set up a secure shell passphrase; go to Step 4.

4 If a prompt toEnter passphrase for RA key '<user@Ilocalhost’ appears, type your
Passphraseand then press thenter key. Go to step 5.

5 At the <user@renotehost>'s password:prompt, type youPasswordand then press the
Enter key.

6 Log in as root by typingu, then pres®eturn.
e A password prompt is displayed.
7 Ente theRootPassworgdthe presfketurn.
e You are authenticated as root and returned to the UNIX prompt.

8 Entertivoli, then presReturn.
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e TheTME Deskop Administrator window (Figure 34) appears.

T
2 @ 2
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Figure 34. TME Administrator Window

Double-click on thescheduler icon (Figure 35).

Scheduler

Figure 35. Scheduler icon

Click once on the job you wish to edit so that it is highlighted.
SelectEdit from themenu & thebottom of thesaeen.

e You will now bein the Edit Scheduled Job window.

Make all of the desired changes.

After changes have been made, sdlgmate & Closefrom themenu & thebottom of

the window.
Typeexit, then presReturn.

e You are looged out of the Tivoli server.
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User Administration

Addi ng a New User

Adding a user to the system is accomplished through a series of stapsyihatperformedasa
suitefrom thecommand ling or by useof asaipt. The proceedurebdow outlines theindividud
steps hat are requied © conpletely set up a new useon the sysem The scripts will
acconplish these #ps n an nteracive manner.

Therequeste fills out a"Usea Registraion Reguest Form™ and submits it tdhe supevisor. The
requester's supervisor reviews the request, and if s/he determines that it is apdopitete
requestetto have an account, forwards the request to the System Administieter.System
Administrator verifies that all requiredinformation is contained on the formif it is, s/he
forwards the request to the approval authority; the DAAC Manadecomplete forms are
returned to the requester's supervisor for additional informatiothe requestfor the accounts
fits within policy guidelines, the DAAC Manager approves the request and reéh@nsquest
form to theSysten Administraor to implenent.

The System Administrator should be familiar with a UNIX text editor and the files
letc/passwd.yp(Figure 36)/etc/group (Figure 37), andetc/auto.home.

mresnic k:$ sy732 az)[xy zz:5 10:1: Mich ael R esnic k{ x4076 }:/h  ome/mresnic k:/ bin/cs h
js mith; hY%a98dwWrxPnm:51 1:1: Janet Smith{x 0821}/ho meljs mith:/ bin/ csh
rk nick® rb:: 512:1 :Robert K nicke rboc ker { x4111}:/h ome/rk nicke rb:/ bin/ csh

Empty field
(no password)

Figure 36. /etc/passwd.yp File Fields
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root:: 0O:root
other: :1:root,hpdb
bin::2 :root,bin
sys::3 :root,uucp
adm:4:ro ot,adm
daemon::5:root,daemon
mail::  6:root
lp::7:;ro  otlp
users: :20:root
nogrou p:*:-2:
eb:*:10:

Figure 37. /etc/group File

The SA creates a new user account with command-line/samipies. As an example,The
Goddard $ace Fight Center DAAC uses a scriptievuse, to add new users to the systefihe
script,whichis available to other DAACs, walks the System Administrator through data input of
userinformation, checks for the same user in other systems, creates a User ID, synchronizes
password files and creates home directories for new users.

Deleting a User

The Deleting a User process begins when the requestdetaminedhatno usefulfiles remain

in the user's home directory and submits a requesletete the user’s accountto his/her
supervisor. The supervisor approves or denies the requé&3nce approved, the request is
forwardedto the OPS SuperThe OPS Super reviews the request and forwards it to the SA who
deletes the user’'s accountWhen the user has been deleted, the SA notifiesrdbeester,
supervisor and OPS Super.
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Detailed procedures for tasks performed by the SA are provided in the sections that follow.

The procedures assume that the requester’s application for deleting a user hasbalkeeady
approvedoy DAAC Managemenandthat the @ is a Tivoli administrator.In order to perform
the procedure, the SA must have obtained the following information from the requester:

a. UNIX login of the user to be deleted
b. Role(s) of the user to be deleted

The SA deletes a user with command-line/script entrigs.an example,The GoddardSpace
Flight Center DAAC uses a scriptockdown,to lock, unlock and delete user accounihis
script, which is available to other DAACs, walks the System Administrator througstepe
necessary to delete a user accounmtassists the System Administratior locating the correct
useraccount for deletion, deletes the user account and all associated file referénakss
enables the System Administrator to lock or unlock accounts.

Changi ng a User ’s Account Confi guration

Accountconfigurationis accomplished through command line and scriphe DAAC manager
must authorize changes to user account.

The Changing a User Account Configuration procksgins when the requestersubmits a
requesto the Ops Supervisordetailingwhat to change about the account configuration and the
reason for the changeThe Ops Supervisor reviews the requast forwardsit to SA who
changes the user's account configurati®hen the changes are complete 8% notifies the
requester and Ops Supervisor.

In order to perform the procedure, the System Administratest have obtainedthe following
information from the requester:

e What to change and new settingsan be any of:
0 New Real User Name New UNIX Group
New DCE Group

New DEC Organization

0 New Office Number

O New Office Phone Number

o o o od

0 New Home Phone Number New Login Shell

e Current UNIX Login of the User

Changing User Access Privileges

The Changing Usa Access Privileges process begins whe the requeste submits arequest to
his/hersupervisorThe supervisoapprovesor denies the requesOnce approved, the request is
forwardedto the OpsSuper. The OpsSuperreviews the request and forwards it to the SA who
changes he user’'s access piieges. When he changesare conplete the SA notifies the
requester, supervisor and Ops Super.
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In order to perform the procedure, the System Administratest have obtainedthe following
information about the requester:

- Role(s) to which the user is to be added
« Role(s) from which the user is to be removed

- UNIX login of the user

Changing a User Password

The Changing aUse Password proess bgins whe therequester submits arequest to theSA.
The SA verifies that the requester is who s/he cldorize. Onceverified, the SA changeghe
user’s passwordWhen the change is complete the SA notifies the requester.

Detailed procedures for tasks performed by the SA are provided in the sections that follow.

The procedures assume that the requester’s application for changing a user paasaleddy
been approved by DAAC Management and that #hasSan administratorin orderto perform
the procedure, the SA must have obtained the following information about the requester:

a. UNIX login of the user
b. New password for the use

To change a user password for the requester, execute the command line or script procedure steps
that have been developed.

Checking a File/Directory Access Privilege Status

Checking File/Directory Access Prvileges Procedre

1 At a UNIX prompt, typecd Path, pressReturn.

e ThePath is the ful pah up b butnotincluding te file/direciory on whch access
privilege satus s needed.For exanple, if the requesr wans access prileges satus
on directory /home/jdoe, then typd /homeand pres&eturn.

2 From the UNIX prompt, typés -la. The output from the command should appear as
below:

drwxrwxrwx 3 mresnick training 8192 Jun 14 08:34 archive

drwxr-xr-x 11 mresnick training 4096 Jul 03 12:42 daacdata

-rW-rw-rw- 1 mresnick training 251 Jan 02 1996 garbage

[rw-r--r-- 2 jjones admin 15237 Apr 30 20:07 junk

-rWXTF--rw- 1 mresnick training 5103 Oct 22 1994 trash
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e The first column of ouputis the file access permason level for the file (see kgure
37 below for a description of file permissions).

e The next column to the right is the number of links to other files or directories.
e Thethird olumn is thefile owne’s use ID

e The fourth column is the group membership of that owner.

e The fifth column shows file size in bytes.

e Thesixth olumn displgs thedate and timeof last modifiction (if the dae is more
than six months old, theme changes to theyear)

e Thelast olumn displgs thefile nane

Changing a File/Directory Access Privilege

File anddirecory accesgrivileges are diplayed n the first output column of thels -I command
and consists of ten characters, known as. bEach bit refers to a specific permissioithe
permissions are divided into four groupings shown and briefly described in Figure 38:

OWNER GROUP OTHER

permissions permissions permissions

fJAdITWXTWXT W X
~QF

ssall jjfrw-rw-r W -
?ES
=N

saS-HIWXTIg|XT W X
T —

-lrw-r4kr | --

4r=re ad Look/copy/print

2 w=wr ite  Change/save/delete
1 x=ex ecute Runcommands/
use directory

Figure 38. Access permissions

In order to perform the procedure, the System Administrator must have obtained the following
information about the requester:

« full path of the file/directory on which access privileges will be changed.
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e new access prileges b seton he file/direciory. Can be any of:
New owner

New group

New user/owner privileges (read, write and/or execute)

New group privileges (read, write and/or execute)

o o o o o

New other privileges (read, write and/or execute)

Changing a Fie/Directory Access Prvilege Procedire

1 At the UNIX prompt, typesu, pressReturn.

2 At the Passwordprompt, typeRootPasswordpressReturn.
* Remembe tha RootPasswords case sensitive
e You are autenicaied as roat

3 Typecd Path, presReturn.

e ThePath is the ful pah up b butnotincluding te file/direciory on whch access
privileges will be changedi-or example, if the requester wants access privileges
changed on directory /home/jdoe then tgdgdhomeand presfeturn.

4 If there 8 aNew owrer then typechown NewOwner FileOrDirectoryName, press
Return.

e TheFileOrDirectoryName is the nane of the file/direciory on whch access
privileges will be changed minus the paffor example, if the requester wants access
privileges changed on directory /home/jdoe then ghevn NewOwne jdoe and
press Retmn.

5 If there 8 aNew group then typechgrp NewGrop FileOrDirectoryName press
Return.

e TheFileOrDirectoryNane is the nane of the file/direciory on whch access
privileges will be changed minus the paffor example, if the requester wants access
privileges changed on directory /home/jdoe then thggp NewGroup jdoe and
press Retmn.

6 If there ardNew user/owner privilegesthen typechmod u=NewUserPrivileges
FileOrDirectoryName, pressReturn.

e TheFileOrDirectoryName is the nane of the file/direciory on whch access
privileges will be changed minus the paffor example, if the requester wants access
privileges changed on directory /home/jdoe then typaod u=NewUserPrivileges
jdoe pressReturn.
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e TheNewUserPrivilegesre r for read, w for wie and x for execat For exanple, ©
give the user/owner read, write and execute privilegescyped u=rwx
FileOrDirectoryName and pres&eturn.

7 If there ardNew group privilegesthen typechmod g=NewGroupPrivileges
FileOrDirectoryName, pressReturn.

e TheFileOrDirectoryName is the nane of the file/direciory on whch access
privileges will be changed minus the paffor example, if the requester wants access
privileges changed on directory /home/jdoe then gfpeod g=NewGroupPrivileges
jdoe pressReturn.

e TheNewGroupPrivleges are r for read, w for wie and x for execet For exanple,
to give the group read and execute privileges, tyymeod g=rx
FileOrDirectoryName and pres&eturn.

8 If there ardNew other privileges then typechmod o=NewOthe Privileges
FileOrDirectoryName, pressReturn

e TheFileOrDirectoryNane is the nane of the file/direciory on whch access
privileges will be changed minus the paffor example, if the requester wants access
privileges changed on directory /home/jdoe then tiprod o=NewOthe Privileges
jdoe presReturn.

e TheNewOtheaPrivileges are r for read, w for wie and x for execet For exanple,
to give other read privileges, typamod o=r FileOrDirectoryName and press
Return.

9 Typeexit, pressReturn.
e Root is logged out.

Moving a User’'s Home Directory

The Moving aUse's HomeDirectory proess bgins whe therequeste submits aequest tothe
Ops SupervisorThe Ops Supervisor approvesdaniesthe request.Onceapprovediherequest
is forwarded ¢ the SA who noves he user's hom drecory. When he changes are cqiete
the SA notifies the requester and Ops Supervisor.
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New Workstation Installation

Installing a new workstation has three stageéach stage has several sub-tasks that must be
performed in a presched order.These sps nclude:

1 Preparaiton
e Preparhg the hardware
e Configuring the network
2 Instdlation
e Installing the hardware
e Installing the operating system(s)
e Installing the custom software
e Installing the ©TS software
3 Testing and Verification
e Rebooting theworkstdion

e Logging onto the workstation

Figure 40. Workst ation Inst allation Steps
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Preparation

Hardware Preparat ion

The Hardware Prepaation process bgins when the requesta submits arequest to theSysten
Administraor. The Systen Administraor then determines if the requested hadware is on had
or must be orderedOnce the hardware is available along véththe necessarattachmentshe
Systen Administraor will scheduletheinstdlation.

The Systen Administraor must obten thefollowing informaion from therequeste':
- type of hardware desired (HP, Sun, SGI or NCD).
- location of instdlation.

[Refer to Section 3.3 of the Release B Installation Plan (800-TP-0xx-00x) for detailed instruction
on how to install hardware.]

Network Configuration

In a nutshell, all network configuration entails is giving the hardware device a name in
accordance with the DAAGstandard, and forwarding that information to thietwork
Administrator for assignmenbof an IP address and its addition to the network domain name
service (DN$.

Network Configuration Procedure

1 Determinethe name of thehadware.

e For example, if the hadware is aNCD, thenamewill be ncd# where# is sequential
from the inventory list.If the hardware is a Sun, the name may be personalized (i.e.,
fred).

e NOTE If the hadwareis aNCD, theSA neds to déermine the name of theNCD
Login Host. The NCD Login Host will bethe name of the X-sever this NCD will
use.

2 Submit arequest to theNetwork Administraor for thelP address ad theDNS entry.

Installation

Hardware
The actual installation of the hardware involves the logical steps of:

- removing the hardware from its packaging
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- placing the hardwaren the locaion presctved n the Rellease A Ingllation Ran
(800-TP-005-001)

- connecting the appropriate cables and wires

When hese stps are copleted in accordance h the proceduresiithe Release A Ingllation
Plan (800-TP-005-001), the item(s) must be reported to inventory.

Reporting to Inventory Procedure

1 Locate the Inventory Control Number on each hardware component and record them.
The Invenory Control Number s on a small bright sicker on he frontof each hardware
component.

2 Submit thelnventory Control Numbies and loction of themachineto thelnventory
Controller.

Operating Syst em Inst allation

NOTE: Throughout this section, reference is made tlmanload disk.A download disk is a
removable disk drive that is connected to the hardware device onto which software is to be
installed.

Solaris 2.4 Operat ing Syst em Inst allation

Solaris 2.4 is also known as Sun OS ZI#ie Solaris 2.4 Operating System Installation process
begins when the installation of hardware procedures have been completed.

This section explains how to install the Solaris 2.4 operating system, including network
configuration and patch installatioff. you would like a listing of the patches installed, please
see document number 420-TD-012-001 Release A Sun Solaris Operating System Patch List.

Solaris 2.4 Operating System Installation Procedure

1 Get the download disk.
2 Check tha it is sé to betarget 2.

e The target number is found on the bottom of the disk.

e You can change the target number by hitting the buttons above and below it.
3 Plug the download disk into the Sun

Power on the download disk.

e Facing the front of the disk, the power switch is found on the back to the left of the
disk.
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10
11

12
13
14
15

16
17

18

Power on the monitor; power on the Sun.
 When facing the front of the Sun, the power switch is located on the back right.
At the > prompt, typeprobe-scsj then pres&eturn.

e Verify that target 2 exists by finding it in thdisting tha appears. It will appear as
SCSI Disk: scsi(0)disk(2)

Type boot disk2 -swr then presfeturn.
e The Sun boots up.

e s isfor single userw isfor writeabk, and r s for reconfgure (requied because you
added a drive).

TypeRootPasswordpressReturn.

e RootPasswords the root password for the download disk.

* Remembe tha theRootPasswords case sensitive

e You are authenticated as root and returned to a UNIX prompt.
Type/download/setup pressReturn.

e Staus mesaes will bedisplayed.

When prompted for the Sun’s name, tyensName presReturn.
When prompted for the Sun’s IP address, t3pasIP, presReturn.

e The Sun’s network and hostname are configured.

When you are returned to a UNIX prompt, typie/halt, pressReturn.
At the > prompt, power off the download disk.

Disconnect the download disk from the Sun.

At the > prompt, typeboot -r, pressReturn.

e The Sun boots up.

e ris for reconfigure (required because you removed a drive).
At thelogin: prompt, typeroot, presReturn.
TypeRootPasswordpressReturn.

e RootPasswords the root password for the download disk. (The Sun uses the
downloa disk’s root pasword until anew oneis sé.)

e Reamembe tha theRootPasswords case sensitive.
e You are autentcaied as rooaind retirned he UNIX pronpt.
Typepasswd root, pressReturn.
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19 At the New password prompt, typeRootPasswordpressReturn.
e RootPasswords the root password for the Sun.
e Remembe tha theRootPasswords case sensitive
20 At the Re-enter new passvord: prompt, typeRootPasswordpressReturn.
e RootPasswords the root password for the Sun.
e This step confirms that the root password has been entered correctly.
e Remembe tha theRootPasswords case sensitive

e The root password for this Sun is sktform all authorizedpoersonnel of
RootPassword

21 Typeexit, pressReturn.
e Root is logged out of the SGI.

22 Inform the backup administrator of the new machine.

HP-UX 9.05 Operating Syst em Inst allation

This section explains how to install the HP-UX 9.05 operating system, including network
configuration and patch installation.

HP-UX 9.05 Operating System Installation Procedure

1 Get the download disk.
2 Check tha it is sé to betarget 2.
e The target number is found on the back of the disk.
e You can change the target number by hitting the buttons above and below it.
3 Plug the download disk into the HP.
Power on the download disk.
e The power switch is located on the back of the drive.
5 Power on the monitor, power on the HP.
e The power switch is located on the right side of the HP, towards the front.
e The HP starts booting up.

6 At the Selecting a system to bootTo stop selection process press and hold the
ESCAPE key message, press and hédape
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e You have 10 seconds to présscape before the boot process proceeds.
e The boot process will stop and a menu of boot commands will appear.
Select boot scsi.2.0 by typitgDeviceSelectionForscsi.2i8l, pressReturn.

e For example, if the Device Selection for scsi.2.0 in the menu is P1 thebh Bpeésl
and then presReturn.

e islwill cause the HP to boot in interactive mode.

At theISL> prompt, typehpux -is bootdisk(scsi.2;0)/hp-ux, pressReturn.

e -iscauses the HP to boot in single user mode.

e You will be returnal to theUNIX prompt.

Type /download/setup presReturn.

e Staus masaes will bedisplayed.

When prompted for the HP’s name, typBsName pressReturn.

When prompted for the HP’s IP address, tiAdsIP, presReturn.

e The HP’s network and hostname are configured.

When you are returned to a UNIX prompt, type/shutdown -h -y now, pressReturn.
e The HP shuts down and comes to a halt.

Once the HP has halted, power off the download disk, power off the monitor.
Power off the HP

Disconnect the download disk from the HP.

Powe on themonitor.

Power on the HP

e The HP starts booting up.

At the Selecting a system to bootTo stop selection process press and hold the
ESCAPE key message, press and h&édape

e You have 10 seconds to présscape before the boot process proceeds.
e The boot process will stop and a menu of boot commands will appear.
Select boot scsi.6.0 by typitgDeviceSelectionForscsi.6, presReturn.

e For example, if the Device Selection for scsi.6.0 in the menu is P1 theb Bpand
press Retmn.

At thelogin: prompt, typeroot, pressReturn.
Type RootPassworgdpressReturn.
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e RootPasswords the root password for the download disk. (The HP uses the
downloa disk’s root pasword until anew oneis se.)

* Remembe tha theRootPasswords case sensitive

e You are autenicaied as rooaind retirned he UNIX pronpt.

Typepasswd root, pressReturn.

At the New password prompt, typeRootPassworgdpressReturn.

e RootPasswords the root password for the HP.

* Remembe tha theRootPasswords case sensitive

At the Re-enter new passvord: prompt, typeRootPasswordpressReturn.

e RootPasswords the root password for the HP.

e This step confirms that the root password has been entered correctly.
* Remembe tha theRootPasswords case sensitive

e The root password for this HP is sénform all authorizedpoersonnel of
RootPassword

Typeexit, pressReturn.
e Root is logged out of the HP.
Inform the backup administrator of the new machine.

IRIX 5.3 and 6.2 Operat ing Syst ems Inst allation

This section explains how to install the IRIX 5.3 and @p2ratingsystemsjncluding network
configuration and patch installation.

IRIX 5.3 and 6.2 Operating Systems Installation Procedure

1
2

Get the download disk.

Check tha it is sé to betarget 2.

e The target number is found on the bottom of the disk.

e You can change the target number by hitting the buttons above and below it.
Plug the download disk into the SGI.

Power on the download disk.

e The power switch is located on the back of the drive.

Power on the monitor; power on the SGI.
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e The power switch is located on the front of the SGI, towards the left.
At the Starting up the sysem... message, click thgtop for Maintenance button.

e You have only a few seconds to click ®i®p for Maintenance button before the
boot process proceeds.

e The boot process will stop andsgsiem Maintenance menu will appesar.
Select5 Enter Command Monitor.

e You will be returned to theCommand Monitor prompt whik is>>.

At the >> prompt, typehinv, pressReturn.

e Verify that target 2 exists by finding it in thdisting tha appears. It will appear as
SCSI Disk: scsi(0)disk(2)

Type boot -f dksc(0,2,0)sash, preReturn.

e The SGI boots from the download disk into the stand alone shell.

e You will bereturned to aUNIX prompt.

Type /download/setuppressReturn.

e Staus mesaes will bedisplayed.

When prompted for the SGI's name, typ@&lsName pressReturn.

When prompted for the SGI's IP address, t$g&sIP, pressReturn.

e The SGI's network and hostname are configured.

When you are returned to a UNIX prompt, typte/shutdown -y -g0, pressReturn.
e The SGI shuts down.

e You will bereturnal to a>> prompt, aSysem Maintenance menu or a message
saying thathis system carbe powered off.

Power off the download disk, power off the monitor.
Power off the $l.

Disconnect the download disk from the SGI.

Powe on themonitor.

Power on theSd.

e The SGI starts booting up.

At thelogin: prompt, typeroot, pressReturn.
TypeRootPasswordpressReturn.

e RootPasswords the root password for the download disk. (The SGI uses the
downloa disk’s root pasword until anew oneis sé.)
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e Remembe tha theRootPasswords case sensitive
e You are autentcaied as rooaind retirned he UNIX pronpt.
21  Typepasswd root, pressReturn.
22 At the New password prompt, typeRootPasswordpressReturn.
e RootPasswords the root password for the SGI.
e Remembe tha theRootPasswords case sensitive
23 At the Re-enter new passvord: prompt, typeRootPasswordpressReturn.
e RootPasswords the root password for the SGI.
e This step confirms that the root password has been entered correctly.
e Remembe tha theRootPasswords case sensitive

e The root password for this SGI is sétform all authorizedpersonnel of
RootPassword

24 Typeexit, pressReturn.
e Root is logged out of the SGI.

25 Inform the backup administrator of the new machine.

NCD Operating Sy stem Installation

This sectionexplains how to configure the NCD, including putting the necessary start-up files in
place onhe server.

NCD Operating System Installation Procedure

1 Turn on the NCD and monitoiThe monitor power button is on the lower front of the
monitor. The NCD power switch is on the back, on the right.

e The messagBoot Monitor V x.x.x will appezr.
2 Press th&sapekey twice.

e You have only a few seconds to press theags&ey.

e The boot process stops and a boot monitor promatppears.

e If you do not see a prompt then press thesapekey afew moretimes.
3 Press th&edup key.

e TheMain menu will appear.
4 Go to theKeyboard menu by pressing tHeight Arrow key.
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e TheKeyboard menu appears.

SelectN-101 by pressing thBown Arrow key.

e You may need to press tb®wn Arrow key afew times bdore N-101is sekcied.
Go to theMonitor menu by pressing tHeight Arrow key.

e TheKeyboard menu disappears.

e TheMonitor Resolution menu appears.

Select1600x1200 65 Hby pressing th®own Arrow key.

e You may need to press tb®mwn Arrow key afew times bdore 1600x1200 65 H1s
sekcked.

Press th&hift andT keys.
e This tests thenew monitor resolution séing.

Use he+ and- keys on the front of the monitor under &’BJUST labd to adjust the
screen.

Press th&TORE key on the front of the monitor.

e The nonitor sbres he screen adgiments.

Press thé&sapekey.

e Themonitor resolution test ends.

* You are retirned b theMain menu.

Go to theNetwork menu by pressing tHeight Arrow key twice.
e TheMonitor Resoltion menu disappears.

e TheNetwork menu appears.

SelectNVRAM for theGet IP Addresses Fromoption.

e You can usehte Spae Bar to move between the available options.
Press th®own Arrow key.

Type the NCDIPaddrestor theTerminal IP Addressoption, press thBown Arrow
key.

e TheNCDIPaddresss in dotted decimal notation, for example, 155.157.21.34.

Type the StartupFileServerlPaddressr theFirst Boot Host IP Addressoption, press
theDown Arrow key.

e TheStartupFileServerlPaddress in dotted decimal notation, for example,
155.157.44.22.

e TheStartupFileSeaver isthe machne wheretlie N startup files are stred.
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Press th®own Arrow key twice.

Type the NCDGatewaylPaddrefsr theGateway IP addressoption, press thBown
Arrow key.

e TheNCDGatewaylPaddresis in dotted decimal notation, for example,
155.157.44.22.

e TheNCDGatewaylPaddrests thesane as theNCDIPaddressexceptthe st
number/octet is 1For example, if th&lCDIPaddresds 155.157.21.34, the
NCDGatewaylPaddress 155.157.21.1.

Press th®own Arrow key, type theBroadcastiPaddres$or theBroadcast IP Address
option.

e TheBroadcastlPaddresss in dotted decimal notation, for example, 155.157.44.22.

e TheBroadcastiPaddresss thesane as theNCDIPaddressxceptthe kst
number/octet is 255For example, if thél\CDIPaddresss 155.157.21.34, the
BroadcastiPaddresss 155.157.21.255.

Press th&ight Arrow key.

e TheNetwork menu disappears.

e TheBoot menu appears.

Type Xncdhmx_sfor theBoot File option, press thBown Arrow key.

Press th®own Arrow key, type/data/ncd/ for theNFS Boot Directory option, press
the Down Arrow key.

Press th&®own Arrow key, type/usr/lib/X11/ncd/configs/for the UNIX Config
Directory option, press thBown Arrow key.

Press th&®own Arrow key, press thal key. The TFTP Order option is seéto Disaded.
Press th&®own Arrow key, press thd key. TheNFS Order option is séto 1.
Press th®own Arrow key, press thal key. TheMOP Order option is seto Disaded.

Press th®own Arrow key, press thal key. The LOCAL Ord er option is séto
Disabled.

Press th&ight Arrow key.

e TheBoot menu disappears.

e TheDone menu appearskebootis sekcied.
Press th&eturn key.

e The NCD reboots.

- Status messages appear.

89 625-CD-004-002



30

31

32

33

34

35
36

37

38

39

40

Log into theStartupFileSaver by typing:telnet StartupFileSever or rsh
StartupFileSeaver at a UNIX prompt, then pregeturn.

If a Login: prompt appears, log in as yourself by typingpurUserID, then press
Return. A password prompt is displayed.

EnterYourPasswordthen presfeturn.

* Remembe tha YourPasswords case sensitive

e You are authenticated as yourself and returned to the UNIX prompt.
Log in as root by typingsu, then pres&eturn.

e A password prompt is displayed.

Ente theRootPassworgdthen presfeturn. Remembe tha theRootPasswords case
sasitive You ae authenticated as root and reurned to theUNIX prompt.

Type d /usr/lib/X11/ncd/configs, presReturn.
Type./i, presReturn.
e iis a script which builds a NCD startup file.

Type the last two numbers/octets of te€DIPaddressvhen the script prompts you for
thelP address pressReturn. For exanple, if the NCDIPaddresds 155.157.21.34 then
type21.34 and then pregeturn.

Type the NCDLoginHostwhen the script prompts you for thegin Host, pressReturn.
e TheNCDLoginHostis the name of one of the X-servers.

When the script prompts you for theCD Number, type theNCDnameminus he “ncd”
part. For example, if th&lCDnameis ncd2 then th&lCD Number is 2.

e Some status messages appear telling you what the script is doing.
e The scrpt exits.
Typeexit, then presReturn.

e Root is logged out
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41 Type ext again, then predReturn.

e You are logged out and disconnected fromShtatupFileSaver.

Custom Sof tware

This proceduredescribeghe steps that are executed to perform a software upgrade on an ECS
Host. The personnel involved are the Sustaining EnginBesourceManager, Production
Monitor, and Host Operator.

This procedure assumes that following actions have already been taken:

. The upgrade has been previously scheduled and noted int he resource plan.

. The software upgrade package was obtained by FTP (File Transfer Protocol) and
tar tapes induding any assocated instdl script/makefile is in ClerCaseat thesite

. The detailedsteps for installation have been provided in the VDD accompanying
the softvare package.

. Thereconfiguraion to minimiz impact to existing opeationa resoures has been
defined.
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Custom Software Installation Procedure

1

~N o o b~

10

11

12
13

14

Resource Manager composes an information message to the affected operators stating
tha the affected resouras will be taken down & scheduled.

Resource Manager asks the Production Monitor to verify that the production has
completed on the resource as planned.

Production Monitor checks current load on target resources and produces a display of the
current jobs running on the requested production resources.

Production Monitor informs Resource Manager that production jobs are complete.
Resource Manager shuts down any processes still running on the impacted host(s).
Resource Manager begins shut down procedures to take host off-line.

Resource Manager, opeaas, and 8stining Engneer receie a nessage fronHP
OpenView indicating that the desired host has gone off-line.

Resource Manager notifies Sustaining Engineer that the host is available for upgrade.

Sustaining Engineer uses the developers’ install script stored in Software Change
Manager (GearCase).

Sustaining Engineer verifies that all of the paths and directory structures have been
creaed and are correct

Sustaining Engineer runs all of the diagnostic tests to verify that the new upgrade is
operating as expected.

Sustaining Engineer informs Resource Manager that the upgrade is completed.

Resource Manager acknowledges the message from Sustaining Engineer and initiates
host start-up commands.

Resource Manager, QRnd Sistaining Engneer receie message fronHPOV thatthe
host is back on-line.

COTS

The COTS Softwarelnstallation process begins after the SA has completed Section 3.5.2.3.1
Custom $ftware Installation. After the COT$bftware installation is completine SA proceeds
to procedure 3.5.3 Testing and Verification.

COTS Software Installation Procedure

1

2

Refer to the Rlease A Hardware and®ware Mappng Baseine (atached athe end of
this document) for your site.

For LaRC, refer to document number 420-TD-007-001.
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For SMC, refer to document number 420-TD-008-001.
For GSFC, refer to document number 420-TD-006-001.

In theRelease A Hardware and Software Mapping Basétingour site, look up which
COTS packages need to be installed on the new workstation usighibgsem and
hardware type (th€arget Operating Systemcolumn in the document) of the new
machne.

Testing and Verification

Reboot

Rebooting each sysimfollowing the nstllation of he operang sysemis requred so hatall
operating parameters and variables are properlyNs#e that there are two reboot procedures
that follow, one for SGI, HP and Sun computers, the other for NCD computers.

Reboot Procedure for SGI, HP and Sun @Wmputers

At the UNIX prompt for the workstation, tysel, pressReturn.

At the Passwordprompt, typeRootPasswordpressReturn. Remembe tha
RootPasswords case sensitive You ae authenticated as root.

Typewho, presdReturn. A list of users currently logged into the workstation appears.
If users other than root and you are logged in:

e typewall,

e press Retmn,

e typeThe system is going down in 5 minutes fdReason Please save your work
and log off. We apologize for the inconvenience.

e pressRketurn,
e pressControl-D,
e wait 5 mnutes before proceet to sep 5.

Type/etc/reboot, then pres®eturn. The workstation rebootdVatch the status
messages that appear for any errdfryou are returned to laogin prompt and saw no
errors during the reboot, the reboot was succesHfthe reboot was unsuccessful, use
the error messages and system logs to figure out what is incorrect in the workstation
installation. The system logs arézar/adm/messagesor Solaris 2.4/5.4,
/var/adm/SYSLOG for IRIX 5.3 and 6.2, andusr/adm/syslogandrc.log for HP-UX

9.05.
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Reboot Procedure for NCD Computers

1 Press th&eup key. TheNCD User Srvices: Corsole window will appear.

2 Go to theConsolemenu, seledReboot TheRebootwindow opens asking if it is OK to
reboot the terminal.

3 Click theOK button. The NCD rebootsWatch the status messages that appear.
Once the NCD successfully reboots, a login screen appears.

5 If the NCD does not successfully reboot then use the information in the status messages
to determine what went wrong in procedure 3.5.2.2.4 NCD Operating System
Instdlation.

Logging In

Now tha thehadware and softwae have been instdled, it is timeto log onto thavorkstdion to
assure that the user authentication system is operating properly.

Logging In Procedure

1 At the Login prompt for the workstation, typéourUserID, presReturn.

2 At the Passwordprompt, typeYourPasswordpressReturn.
e Remembe tha YourPasswords case sensitive
e You are logged in and authenticated as yourself.
e You are returned to a UNIX prompt.

e If you are not logged in and returned to a UNIX prompt, logging in was unsuccessful.
Follow these s#ps:

Executethis pro@dureonemoretime.

If logging in is unsuccessful again, there is a problem with the workstation
installation. Continue to step b.

Type rootatthelLogin prompt, presfeturn.
Type RootPasswordtthe Passwordprompt, presfeturn.
Remembe tha RootPasswords case sensitive

You are authenticated as root and returned to a UNIX prompt.
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Check that automount is running by typiog)-ef | grep autoor ps -aux |
grep auto, presReturn.

If automount is running then you will see output simil that the workstation is
operating and is connected to the NIS.

Test Environment Procedure

1

At the UNIX prompt, typeps -ef | moreor ps -aux | more. A saeen full of information
about the currently running processes is displayed.

Look for the processes associated with the custom and COTS software which you
installed in the process listing.o move to the next page full of information, press the
Spac bar. If a process is missing in the listing, go back to the installation of that
software package to determine what went wrong.

Typecd ~/YourUserID, pressReturn.

Typepwd, pressReturn, use the output to verify that you are in your home directory.
This verifies that automount is running and working correctly for the NIS map
auto.home You mgy follow stgps simila to stgs 3 ad 4 for theothe NIS mas. This
also verfies hatthe new worksition was al# to conaicta NISserver
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Contractor Off-the-Shelf (COTS) Administration

What is COTS?

The ECS organizationprovidesmaintenance and operations for ECS hardware, software, and
firmware systems delivered under the E@fatract at the ECSites. Commercialoff-the-shelf
software (SW), firmware, and hardware will be maintained in accordance witiC@IeS
Maintenance PlagnCDRL 613-CD-001-001. The Projectmaintenancehilosophyfor software

is to provide ECS centralized support for developed items and vendor-directed suppQT fr

SW.

Installation

ECS Project software consists of COTS, custom, and science software
SW mantenance includes:

e COTS supportcontractwith the SW vendor for license to use, telephone assistance in
resolving COTS software problems, obtaining patches and obtaining upgrades.

* Resources, including equipment, software tools and personnel to maintain ECS in
accordance with specified functional, performance, and availability requirements.

» Services required to produce, deliver, integrate, install, test, valaladedocument
corrections and modifications of existing ECS software fanadvare. The maintenance
activity includes:software configuration management (CM) including support for change
control, configuration status accounting, audit activities, and software qaatityance
(QA). Eachsiteis the CM authority over its own resources subject to ESDIS delegation
of roles for ECS management.

Log files

Log files shdl be mantained doamenting dl COTS instdlations and modifictions. These files
delineate manufacturer,product, installation date, modification date and all other pertinent
configuration data available.

COTS configuration

The COTS softwae upgrales are subject to CCB gprovd before they may be loaded on any
plattorm. The ECS SEO notifies the CCB of the upgrade that has been recéiedECS
Propety Administraor distributes the COTS softwee upgrale as directed by theCCB. The site
Software Maintenance Engineer, Network Administrator, and Sh&tem Administrator are
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responsibldor upgradingthe software on the host machine and providing follow-up information
to the Configuration Management Administrator (CMA) and BE@S Property Administrator.

The site Local Maintenance Coordinator will notify the appropriate personnel (Release
Instdlation Team, Systen Administragor, Ndwork Administraor, Softwae Maintenance
Engineer) when the COTS software is received and approved by the CCB for installation.

COTS software patches may be provided by the COTS software vendseponsé¢o a DAAC’s
call requestingassistancén resolving a COTS software problenihe problem may or may not
exist atother locatons. When a @TS softvare path is receveddirecty from a COTS software
vendor (this includes downloading the patch from an on-line source), the DAAC’s CCewill
informed via CCR prepaed by the requesting Opeator, Systen Administrator, Network
Administrator,or site Software Maintenance Enginedt.is the responsibility of the Operator,
Systen Administraor, Nework Administrdor, or siteSoftwae Maintenance Enginesr to notify
the CCB of the patch’s receipt, purpose, and installatatusand to comply with the CCB
decisions. The Operator, System Administrator, Network Administrator, or Sitdétware
Maintenance Engineer instdls COTS sofware paches & directed by theCCB.

In addition to providing patches to resolve problems at a particular site, the software vendor will
periodically provide changes to COTS software to improve the product; these changes are issued
as part of the software maintenance contriigigrades are issued to licensees of the basic

software packageTherefore, the COTS software upgrades will be shipped to the ECS Property
Administrator, who receies and emts theminto invenbry.
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Distributed Computing Environment (DCE)

What is DCE?

Distributed Computing Environment is a large software programaiiatn simplifying routine
tasks ad m&es mantaining large computing @vironments exsier for administraors and end
users.

DCE provides users with a shared system for runthegq computerapplicationsregardlesof
the number,type, size, or location of their computeré/hen properly configured, users do not
need to have a special account on each and every system in alddehéar work. Theydon’t
have to log into different systems to perform tasks or access Titesy don’t have to use-mail

to transfer files across systems.

Figure 41 depicts the interrelationship of the various DCE components.

DCE relies on an opeating systen and thetransport sevices of a ngwork. Threads is built on

(or may actudly be pat of) tha opeating systen, while the Remote Proedure Cdl (RPC) rdies

on Threads, an opeating systen, and atransport sevice. Built on top of RPC i@ most of the
other DCE services: Distributed Time Service, Cell Directory Service, and Distributed File
Service. Security is shown along the side of the diagram becauseip&vasiveservicethat
also relies on RPCDiskless support, relies on some DCE servienredaddsa few of its own.
Applications that use DCE can take advantage of sora af its servicesandareshownatthe
very top of the picture.

DCE also relies on the notion of clients and servelsder this notionserversprovide services

to clients thatrequesthose sendes. Because oftte rebtive natire of clent andserverrolesin a

DCE environmenta single machine may support processes that are both clients and servers, and
asingleprocess dtimes my itsdf act as both aclient and asever.
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Figure 41. Interrelationship of DCE Components

DCE Terminol ogy

Cell

The cel is the basicunit of operationandadministrationin DCE. It is a group of systems and
resourceshat typically have a common purpose or shamost their communicaionswith each
other. A cell usually consists of nodes incammongeographicarea(LAN) but may extend
beyond the immediate vicinity (WAN)For examplegachdepartmenin a large organization
may be configuredas a DCE cell. Consideration must be given to connectivity issues such as
speed of transmission (sloweova WANS); local administrdion polides, rules and regulaions;

and configuration changes.

Eachcell is consderedto beasingle donain for DCE namng and secuty and al DCE cels are
organizedinto a contiguousnamespacanakingit easy for clients in one cell to locate and use
the servicesprovided in another cellEach cell must be able to operate independently and thus
must supply the essential DCE services, running on one or seorersystemsfor the DCE
clients in thecell.

Each cdlmusthave a 8curty server and one orare Gl Direcory Service serversFigure42
shows the topology of a sample DCE cell.
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Figure 42. Sample DCE Cell.

Threads

A thread is asingle sequentia flow of control within aproaess. It is the active execution of a
designatedoutine,including any nested routine invocationg/ithin a single thread, there is a
singlepoint of execution. With threads, a single process can contain multiple simultaneous flows
of execution. Thus, different parts of an application can execute in parallel simultaneously.
Although the samething can be done through multiprocessing, threads do not have the same
amount of system overhead as processes and can help to improve application performance.

Remote Procedure Call (RPC)

Remote Procedure Call is a method of implementing communications between the clidwet and
server of an applicationSpecifically, a remote procedure is one that runs nahecsomputer
from where it is called, but on another computetlemetwork. RPCsprovidea mechanisnfor
distributing processingacrossa network of computersin a way that masks much of the
underlying network complexity.

DCE Directory Service
The DCE Directory Service consists of three components:
e The DCE Cdl Direcory Srvice (DY)
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e The DCE Global Directory &vice (GDS
e The DCE Global Directory Agent (GDA)

The Cell Directory Service (CDS) stores nares and dtibutes of resourceotatd n a DE

cell. It is optimized for local access since most directory service queries are for information
about resourceswithin the samecell as the originator of the query.CDS is replicated, an
important feaure of a bcaldirecory servce snce he nformation mustbe ready avaiable atall

times. There must be at least one CDS server in each DCE cell.

The CDSallows objects to be identified by human-readable names and maps those names to the
appropriatecomputer- or network-oriented ID. It also provides location-independence by
separatingthe location of an object from the object itself.Thus, it allows applications and
servces b eady access an obgtby using the drecbory servce as adcabr.

The Global Directory Service (GDS) is a distributed, replicated directory service based on the
CCITT X.500/ISO 9594 international standaitlis used when looking upreameoutsideof the
local DCE cell including the worldwide X.500 directory servicEherefore, it acts as a high-
level connector and allows independent cells to interact with one an@tdér.alsosupportshe
useof thelnterng Doman Name Seavice (DNS).

TheGlobal Directory Agent (GDA) is theintermediary beween acell’'s CDS and therest of the
world. It takesa name that cannot be found in the local cell and finds the foreign cell in which
the name resides, using GDS or DNS depending on where the foreign cell is registered.

Cell Namespace

The cell namespace is a hierarchical naming convettiatis usedacrossthe entiredistributed
environment to provide consistent naming for all distributiejgcts. DCE supportgwo kinds of
names: global names and local (cell-relative) nam@&sDCE cell mustbe named or registered,
in the gbbal nanespace @ be accesble in the gbbal namng envronment The DCE cel must
be namedither in GDSor DNS when t is creaed, butthe cel cannotbe named in both global
namespacesthe cel has exaty one nars.

Global names (Figure 43) are universally meaningful and usable feompwherein the DCE
environment. A globalname can refer to an object within a cell (CDS) or an object outside the
cell (GDS). The prefk /... indicates that a name starts at the global root.
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GLOBAL ROOT (/...)

/.../C=US/0=0SF/OU=CAMBRIDGE

[com] [oRrg]

\
[cov| [Epu]

ECS

\ EDC | GsFo | TARC | NSIDC \

/../LARC.ECS.NASA.GOV

Figure 43. Global namespace naming convent

jions

Local names (Figure 44) are manngful and usald only within the cel where hat enty exists.
As with UNIX file systen names, alocal, or rdative, name is a shortened form of the globd
name and is a more convenient way to refer to sowitks cells. Theprefix /.: indicaies hat
a name is local, i.e., that it begins at the root of the current cell.

specific se rvers.

Cell Root (/.3)
sec fs subsys hosts
Y Y Y Y

Security DFS Namespace Subsystems Hosts

Namespace
Files and Binding Entriesforallof

Infor mation directories infor mation for the machines in
about cell's maintained in DCE servers and this cell.

users. this cell b y DFS. other

applicat ion -

Figure 44. Local namespace naming convent

ions

GDS Naming Convention is a consstent sting of hierarchcal elements called Relative
Distinguished Names (RDNs)Each name consists ah attributetype and an attribute value
separated by an equal sign (Bach level of attribute is further separated by a slash (/).

DNS Naming Convention uses a different string of hierarchical elemesgparatedy a dot.
This is the convention with which most Internet users are familiar and is generalig readrse
order from the lowest portion of the hierarchy to the top (e.g., edc.ecs.nasa.gov).
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Distribut ed Time Service ( DTS)

Distributed Time Service synchronizes host clocks on LANs and WANSsS is important
because applications require correct and synchronized time for such functions as:

e Event sheduling — gplications red the systen clock and add a relative time to
determine tie occurrence of a fute event

e Eventsequencing- applications determine the order of events by reading the event
report timestamps deived from thesysten clock.

e Eventmeasurerant — appicaionsread he systm clock ateventstart and sbp ©
measure dapseal time

e Event reporing — appicatons read e sysem clock when an evenbccursand
append atimestanp to theevent report or systm log.

Clock speedsenhd o vary fromconputer sysemto conputer sysem If eachsysemclockin a
network stated at the sametime and ran & the sanerate, theclocks would renan syndironized.
Because each sysh clock drifts at a diferent rate, however, e cbcks of systns in a
distributedenvironmentendto become desynchronized.he difference between any two clock
readngsis caled skew. When he accuralated skew reaches a cogiired hreshotl, DTSkicks

in to update the clocks within the cell. Although all cloethin a cell are synchronizedto
CoordinatedUniversal Time (UTC), the actual time on each machine within the cell may still
vary. As long as the clocks remain within a range of acceptable valudsee M TC time,
synchronization is assumed to have been performed.

Syndronization in systens with morethan oneTime Sever fundions ina collaboraive manne.

The Time Clerk queries each of the Time ServerdHercorrecttime, calculatesthe probable
correct time and its inaccuracy based on the answers it receives, and adjusts gesteceas
time. The adjustment may be made abruptly or it mg bean inaementdly. For example, if the
inaccuracyis only 1 or 2 milliseconds, the change may be made immediakédyvever, if the
skewis larger,say 10 or more milliseconds, then the Clerk increases the clock tick so that the
time catches up graludly.

Security Service

The DCE Securty Service provdes a comrehensre secuty archiecure including
authentication, authorization, data integrity, and data privacy.

Initial C ell

Thelnitial Cdl is thefirst cell that is configured in aDCE enavironment.

The Configuringthe Initial Cdl process bgins dter the Security, CDS, Timeand TimeProvide
servers having been configured, respectively.
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NOTE: When planning a DCE cell, note that you memhfigurea CDS client on any Security
server system that is not running a CDS servéu mustalso configurea Time client on any
system that is not running a Time serv8e sure to configure these clients only afteu have
configured all servers.

Configuring Initial Cell Procedure

1 Login asfoot’ on the machne b be confgured astie cel's master Securty Server
2 Ifitis not already mountednount the Transarc DCE CD-ROM

3 Ente thedcesety install command from theCD-ROM to inst# the files neessay for
DCE client and Security Server configurations

# lcdrom/dcesetrp install component client secserver \
-difcdrom/DCE_versiofnoman| [-mklinks network_directorv]
where

-component client secserverdirects thecommand to instd the DCE files
necessarya confgure he nachne as bdt a DCE client and a 8curty Server.

-dir /cdrom/DCE_ versiospecifies the root directory of the DCE files on the CD-
ROM. In the pathnam&CE~versiornis the version of DCE being installed (for
exanple, dcell).

-noman directs thecommand not to insthDCE reference pages. Omit this option
to instdl DCE reference pages.

4 Ente thedcesety corfig_secservecommand to initide an interactive Security Sever
configuration session.

5 Enter the name for your DCE Cell: example: gsfccell.gsfcb.ecs.nasaldgm/name you
specfy is used ashte nane for the cel. DNS-style naming is preferabé, to enabé cross-cél
auhentcaton.

Cell name: (<string>, q, ?)

Enter the name of your DCE cell (for example,
gsfccell.gsfcb.ecs.nasa.gov

6 Enter the name of the Cell Administration account or you can use the preferred default name
(cell_admin).

Cell Administrator's account name: (<string>, q, ?)
[cell_admin]
Ente thecell_adminstrdor’'s password:
Re-typethecell_adminstrdor’'s password

The following prompt asks whether the machine is to be configured as the master Security
Server for your DCE cell:
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Is this machine b be cdl's “mastr Securty Server™? (y, n, q, ?) [n]

Enter y to indicate that the machine is to be configured as your cell’'s master Security
Saver.

10 The followingprompt asks for the lowest UXlluser identification number (D) that the
DCE SecurityService can @nerate for principals added to theistgy database:

LOW Principal UNK ID:  (<number>, g?) [100]

Press <Retun> to use the default lowest UID, 100, or enter a different number. Specify
a minimum UID that is greater than the highedtD in your currentétc/passwdfile;

this minimizespotential conflicts when you import existing UIDs from your current
letc/passwdfile into theregistry ddabase Notetha this limit goplies only to UIDs
automatically generated by the DCE Security Service; you can explicitly assign a UID
lower than this number to any principal that you create.

11 The following prompt asks for the lowest UNIX group identification number (GID) that the
DCE Security Service can generate for groups added to the registry database:

Low Group UNIX ID: (<number>, q, ?) [100]

Press <Return> to usethe ddault lowest GID, 100, or erter a different number.

Specify a minimum GID that is greater than the high€3D in your current /etc/group
file; this minimizes potential conflicts when you import existing GIDs from your current
letc/group file into the registry database. Note that this limit applies only to GIDs
automatically generated by the DCE Security Service; you can explicitly assign a GID
lower than this number to any group that you create.

12 The following prompt asks you to specify the UID for the cell administrator you named in
Ste 6:

cell_administrator's UNIX ID(<number>, q, ?) [100]

wherecell_administratoris the name of the cell administrasatcount pu specified in
Step 6. PressReturn> to usethedefault LID for thecell administraor, 100, orenter a
differentUID. Specify a UID thatis greaer than he highestUID in your current
/etc/passwd file

This system is now configured as the Master Security se¥ar.must now create a
CDS server, either on this system or on another system.

After you configure the master Security Server for your cell, your must configure your
cell's first CDS Server. A CDS Server stores a clearinghouse, which contains the master
or read-ony replcas of one or wre drecbries in the cel's (DS nanespace. Gnfiguring

the first CDS Server creags he cel's nangspace.
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Configuring DTS Servers

Unlike CDS serverswhich canstoredifferent sets of information and be positioned within the
network to provide convenient access for a particular group of uber®)istributed Time
Seavice savers exist to provideonly onething to theentire cell: syndironized time After the

CDS server has been configured the Distributed Time Service (DTS) server can be configured.

If the DTSserver $ notalready on a systnthatis configuredasa Securty or Direcory server,
repeat steps 1-4 of the Configuring thelnitial Cedl procedure on tha systen, and then continue
with the steps bebw. If the DTSserver $ on a sysm already confjured as a &urty or
Directory server, continue with step 1 below.

Configuring DTS Severs Procedure

1 If the machine to be configured as a DTS Server is not already configured as a DCE client,
configure t as a D& client according © the nstuctions.

Log in as root on the machine to be configured as a DTS Server.

3 Enter the dcesetup config_dtsserver command to initiate an interactive DTS Server
configuration session. The dcesetup command prompts you for the information necessary to
configure he machne as a DT erver.

# letc/dcesetup config_dtsserver
4 The following prompt requests the name of the cell administrator's account for your cell:
Cell Administrator's account name: (<string>, g, ?) [cell~admin]

Enter the name you assigned to the cell administrator's account when you configured the
master $curity Srver for your cell. IFess <Return> if you used the default account name,
cell_admin as the cell administrator's account for your cell.

5 The following prompt asks for the password for your cell administrator's account:
cell_administrator'spassword:

wherecell_administratorns the name of the cell administrator's account you specified in
the previous step. Enter the password for the specified account.

6 The following prompt asks whether the machine is to be configured as a DTS Local Server or
a DTSGlobal Qrver:

Type of DTS server configuration (local or global):
(<string, q, ?) [local]

Press <Rturn> b configure he nachne as a DT%.ocal Server; ener global to
configure the machine as a DTS5lobal Server.

7 The following prompt asks if any further DTS configuration is to be made to the machine:
Further DTS server configuration for this machine
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(none, courier, backupcourier, or timeprovider):
(<string, q, ?) [none]
Enter one of the following responses.

<Return> speifies tha nolurther DTS onfigurdion is to bemade to themachine The
machine is configured only as a DTS Local or Global Sedegyrendingon your response
to the previous prompt.

courier configuresthe machineas a courier. A courier periodically synchronizes the
machine's clock with clocks on machines configured as DTS Global Servers in its cell.

backupcourier configuresthe machine as a backup courier. A backup courier assumes
the role of courier if no other courier is available in its LAN.

timeprovider specfies hatthe nmachne s to be conneetd b a Time Provider. @nnect
the machine to a Time Provider to allow it to obtain the current time fremar@eknown
to be synchronizedvith CoordinatedJniversal Time UTC). If you choose this response,
the command prompts for the Time Provider to which the machine is to be connected.

If you choose response none, courier, b@ackupcourier, no further prompts are
displayed.

8 If you enteredimeprovider at the previous prompthe following prompt asks for the Time
Provider to which the machine is to be connected:

Type of Time Provider to use (null or ntp):

(<string>, q, ?) [null]

Enter one of the following responses:

<Return> speifies tha the machine is to useits own d¢odck as a soure of current time
Choose this response only if the machine already obtamsurrenttime from an
externalsourcelf you choosethis response, the DTS Server on the machine does not set

the machinés dock, but othe DTS derks and severs an obtan the current time from
the machine. if you choose this response, no further prompts are displayed.

ntp speifies tha the machineis to obtan thecurrent timefrom amachine configured as

an NTP Server. Choose this response only if no otinee synchronizatiormechanism
(such as an NTP daemon) is running on the machine. If you chooseghasethe

command prompts for thename of theNTP Sever machine from whidh themechineis to

obtan thecurrent time

9 If you enteredhtp at the previous prompthe following prompt asks for the name of the
NTP Sever machine from which themachineis to obtan thecurrent time

NT Provider hostname: (<string>, q, 7)
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Ente thenaneof an NTP Sever machine Speify the namein internet dotted notdion
(for exanple, purpk.sbc.com

- The machine is now configured as a DTS Local or Global Server.

Additional CDS Servers

The Configuring Additional CDS Servers process begins after the DTS servers have been
configured. This section explains how to configure additional CDS servers.

Configure Additional CDS Servers Procedire

1 If the machine to be configured as an additional CDS Server is not already configured as
a DCE client, configure it as a DCE client.

Log in asroot on the machine to be configured as an additional CDS Server.

If it is not already mounteanount the Transarc DCE CD-ROM according to the
instrudions.

4 Ente thedaoesetup instdl command to instdl the files neessay for aCDS Sever
configuration:

# /etc/dceset up install -component cdsserver -dir /cdrom/DCE_ver$ion
[-mkiinks network_directoy
where

-component cdsserver directs the command to install the DCE files
necessaryo configure he nachne as a OS Server.
-dir /cdrom/DCE_versiospecifies the root directof the DCE files on
the CD-ROM. h the pathnamBCE_versions the version of the DCE
files beng instdled.
-mklinks network_directorydirects the command to perform a linked
instdlation to thefiles in anework directory. If themachine uses a
linked installation, use this option to name the network dired¢tory
which links are cread fromthe machne;if the machine uses akal
installation, omit this option.

5 Ente thedoesetup onfig_aldssever command to initide an inteactive CDS Sever
configuration session. The dcesetup command prompts you for the information necessary
to confgure he machne as an adtiobnal CDS Server:

# letc/dcesetup configdsserver
Note: Becausehte nachine s alreadyconfigured as a DE
client, thecommand displgs thefollowing messae (in
the messaye, cell_namds the name ofqur DCE cell):
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Usingthe cell_name from previous configition:cell_namdf this &l_nameis not

correct, quit this configration session, unconfuge, and then reconfige.

The followingprompt requests the name of the cell administssacount for gur cell:
Cell Administrators account name: (<string q, 9 [cell_admin]

Enter the nameagu assiged to the cell administratsaccount whengu
configured the master SecuriBerver for gur cell. Press <Return> iby
used the default account name, cell_admin, as the cell administrator'
account for pur cell.
The followingprompt asks for the password fauy cell administratos'account:
cell_administrators password:

wherecell_administratons the name of the cell administrasatcount gu
specified in the previous step. Enter the password for the specified account.
The followingprompt asks whether the machine is to be candig as the first CDS Server
for your DCE cell:
Is this the first CDS Server to be configd in this cell%y, n, q, 7 [n]

Press <Return> to indicate that the machine is to be ematigas an additional
CDS Sever.

The following prompt asks for a CDS name for the clearinghouse to be created on the CDS
Saver:

Local clearingouse name: (<string q, 9 [hostnamech]|

Specifythe last component of the namewalyich the CDS clearirfguse on this CDS
Server isto be denified in the S nanespace. The defauCDS narne for a
clearindnouse ishostnamech, wherehostnamas the first component of the name of the
machine; for eample, if the machine is named blue.abc.com, the default name for
the clearingouse is blue_ch (the corresponderdryin CDS is /.:/blue_ch).

Note:  Only the root of the CD®amespace is replicated in the new cledrinuge by
default. See theTransarc DCE Administration Guider information about replicating
other directories in the clearinguse.

The machine is now configed as an additional CDS Server.
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Notes on Configuring Additional CDS Servers

Immediately after configuring an additional CDS server, you should skulk the root directory
using thesd directory /.: to skulk ommand & cell_admin in @s@. This will initiate the

propagation of a consistent copy of the changed root directory information to all the CDS
savers, and will prevent problens which might aise from useof inconsistat informaion beore

this propagation.The use of several CDS servers may increase the time required to complete the
propagation of this information.

Configuraton of addiional CDS servers can occasialy fail if nanmespace mformation is not
correctly propagatedTypical failures observe from this cause are:

ERROR: Error during creation of clearinghouse /.:/nodename_ch.
Message from cdscp:
Failure in routine:cp_create_clh; code = 282109010

Requested operation would result in lost connectivity to root directory
(dce /cds)

ERROR: Error during creation of clearinghouse / .:/nodename_ch.
Message from cdscp:
Failure in routine:cp_create_clh; code = 282108908
Unabke to communicate with any DS server (dce ¢ds)

If this happens, the server daemon cdsd has been successfully launched, but its clearinghouse has
not been properly createdhe clearinghouse is in an intermediate state and cannot be used or
deleted, although the rest of the cell namespace and other servers are unafteotedver,

skulk the root directory, and then use the create clearinghouse /.:/nodename_ch command as
cell_admin in cdscp on the new CDS server node to manually complete the configuration of the
new server and its clearinghouskhen skulk the root directory again.

In rare circumstances, you may see the following error when configuring a CDS client or
additional server:

ERROR: cdscp error dung "define cached servecommand.

Message from cdscp:
Failure in routine: cp_define_cached_server; code = 282111142
Cached Server clearinghouse already exists (dce / cds)

This error is benign; and results from the system trying to repeat an operation that has already
been doneThis error may be ignored.
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Security and CDS Client Systems

Before configuring dients, onfiguresaver systens a desaibed in thelnitial Cell
Configuration, Configuring DTS Servers, and Configuring Additional CDS Servers sections.
Then use this procedure to configure client systems.

This section explains how to configure security and CDS client sysfBoisegin configuring
the secuty and DS client sysemns, execuw the procedures eps hatfollow:

You must configure a CDS client on any Security server system that is not running a CDS server.
To configure a client system, you need to know the name of the Security server and the initial
CDS server for the cell.

Note that this procedure does not create a DTS clerk (cli€ht3.is described in section 3.6.5.

DTS Clerks

You must configure a DTS clerk (client) on any system not running a DTS s&FS clerk
is not stared automatically via the dce_config “DCE Client” menu option; you must explicitly
start a DTS clerk from the “DTS” menu under “Additional Server Configuration”.

Configuring DTS Cerks Procedure

1 Stat dce_corfig on the system that you wish to configure with a DTS clerk.
2 You must be logged in asot to perform this step.

3 From theDCE Main menu, seledConfigure (selection 1).

4 From theDCE Configuration menu, selecAdditional Sever Configuration

(selection 2).

From theAdditional Sever Configuration menu, seledDTS (selection 2).
From theDTS Configuration menu, seledDTS Clerk (selection 3).

- This node is now a DTS clerk.
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CDS Servers

The DCE Global Directory Agent (GDA) facilitates communication between DCE ddiis.
section describes how to start the GDA servefGDA server can only be configured on an
exiting client system or CDS server system.

Configuring GDA Servers Procedire

1 From the DCE Main menu, select “Configure” (selection 1).

2 From the DCE Configuration menu, select “Additional Server Configuration” (selection
2).

3 From the Additional Server Configuration menu, select “GDA Server” (selection 7).

e The system configures the GDA server and starts the GDA server daemon, gdad.

Creating a Security Server Replica

A new feature of HP DCE/9000 is Security Server Replication, which provides for improved cell
performance and reliabilityThese steps will allow you to create a security replica via
dce_config.

Creating a Scuity Server Repica Procedire

1 From theDCE Main menu, seledConfigure (selection 1).

2 From theDCE Configuration menu, selecAdditional Sever Configuration (sekcion
2).

3 From theAdditional Sever Configuration menu, seledReplica Secuity Server

(selection 8).
4 Ente thekeyseedfor theinitial database mastea key.

e Theddault namefor thereplicais subsysidcesecBHOSTNAME . If you wish to
change the name of the security replica that is created by dce_config, change the
value of SEC_REPLICA, gher in thefile /opt/delocal/etcdce_com_env or in the
shell environment from which dce_config is rudote that you must do this before
running dce_config

Unconfi guring DCE Client

The UNCONFIGURE option removes thetarget machine from the cell Security daabase and
the CDS namespace. DCE daemonsmust be running on the system executing the
UNCONFIGURE option If daemons have been stopped, useSRART option on the DCE
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Main Menu to restart therbeforeusing UNCONFIGURE. A successfully configured client
system can be unconfigured locally there wereany errorsin configuringthe client systemasa
securityor directoryserviceclient, then the client must be unconfigured from some other system
in thecell. Do notusethe UNCONFIGURE opton on a sygimthatis used as aeturty server

or a S server. The UNCONFIGURE option renoves thesysten from acell. If the systen is

used as a&urty server or a OS server, UNCONFIGURE will break thecell.

Unconfiguring DCE Client Procedure

1 Log in asroot on the machine from which DCE configuration files are to be removed.
2 Ente thedcesetup unconfig command to remove DCE configuration files:
# letc/dcesetyp unconfig
3 The following prompt requests the name of the cell administrator’'s account for your cell:
Cell Administrator’'s account name: (<string>, g, ?)
[cell_admin]

4 Enter the name you assigned to the cell administrator’'s account when you configured the
master Security Server for your ceRress<Return> if you used the default account
name cell_admin, as the cell administrator’s account for your cell.

5 The following prompt asks for the password for the cell administrator’s specified with the
-cell_admin option:

cell_administrator'spassword

wherecell_administratons the name of the specified cell administrator’'s accoknter
the password for the specified account.

Note: Depending on the configuration of the machine from which files are being
removed, you can receive a message reporting a user identification fyitwrean safely
ignore the message; in most cases, the command succeeds nonetheless.

6 The following prompt asks whether to perform unconfiguration:
Force unconfiguration? (y, n, g, ?) [n]

Press <Return> if you do not want a forced unconfiguratioki.you no not use a forced
unconfiguration, the command will prompt for confirmation before it removes an
exisiting databaseEntery if you do want a forced unconfiguration.

A forced unconfiguration directs the commarat to prompt before it removes files for

the registry database, a CDS clearinghouse, the FLDB, or the Backup Datliasmzd
unconfiguration also directs the command to ignore certain error conditions that can arise
when removing configuration files.

If authentication fails, local configuration files will be removed but themachine will not
be unconfigured in remote databases.
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Note: Use the forced unconfiguration with carBy default, the command does not

remove master replicas of CDS directoriéksing a forced unconfiguration directs the
command to remove a CDS clearinghouse that houses master replicas of directories and
all read-only replicas of those directories in other clearinghoudsisg the option on the
CDS Server that stores the master replica of /.: for your cell causes the command to
remove your entire CD8amespace.

Note that you must use forced unconfiguration to remove a clearinghouse that contains
one or more master replica. you entem, thecommand will display messayes like the
following:

Unable to delete clearinghouse /.:/clearingholake sure that this clearinghouse does
not house a master replica of any directory or use the -force switch.

7 If you areremovng a@nfiguration files from a maline configured as a DFS leent or
some type of DFS seryeéhe command displays the following message:

Please gracefully shutdown and restart your system now to stop the kernel -sBace DF
daemons.After you system comes back up, please reissue the “dcesetup unconfig -force”
command to remove remaining configuration data.

dcesetup faled. Details may beavailable in the
/opt/de ocal/var/fadm/messayes/desetup/log log file

If you receive this message, reboot the machine a repeat steps 1 through 5; you must
include the-force option when you issue tlieesetup unconfig command the second
time. If you do not receive this message, removal of the configuration files is complete.

Note: If you are unconfiguring a DFS File Server that has failed entries in the FLDB, the
dcesetup unconfig command will fail, even if you are using tHerce option. The

dcesetup unconfig command can only unconfigure a DFS File Server that has no fileset
entries in theFLDB. SeetheTransarc DCE DFS Administration Guided the DCE

DFS Admininstration Referender information about removing fileset entries from

FLDB.

All DCE processes on the machine are now stopped and all DCE configuration files are removed
from themechine
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Security

ECS security architecture must meet the requirements for daa integrity, availability, and
confidentiality. ECS Security Services meets these requirementadayporatinga variety of
mechanisms to establish and verify user accounts, issue andpassiyordsaudituseractivity,

and verify and protect data transfefhe Open Software Foundation's Distribut@dmputing
Environment(OSF/DCE)is the primary tool for providing user authentication and authorization,
accessontol, anddatintegrity. DCE Cell Manager $ the adnmnistrative ol used ® manage a
group of users, their access privileges, and system architeddC& employs Kerberos and
Access ©ntrol Lists (ACL) for auhenicaing users.To monitor andcontol accesgo network
servicesCS Security Services uses the public domain tool, TCP Wrappkree other public
domain COTS products — npassword, Crack, and SATAN — provide additional password
protecion for localsysemand netvork access.The bol, Tripwire, nonitors changesotfiles and
flags any unauthorized changes.

This section defines step-by-step procedures for M&O personnel to run the Security Services
tools. The procedures asserthat the requesr's apglcaion for aSecurty processhasalready
been approved by DAAC Management.

Runni ng Secur ity Management Log Anal ysis Program

To log in to the DCE cell Manager, you should loginsgstemroot before starting DCE cell
Manager.

Running Security Management Log Analysis Program

1 Type /opt/cdlmgr /bin/cellM anage .

2 In the Login Name text field, ent&ourUserID then presfeturn.

3 EnterYourPasswordhen presfeturn.

4 Click theLoglIn button if you are logging in with a name and password.

e DCE recognizes you as an authenticated user and the DCE Cell Manager Launcher
appearsor

e Click theLogln No Scuity button if you are logging in as an unauthenticated user.
5 The DCE Cell Manager Launcher appears and provides the following options:

- Namespace Managerprovides a diecory tree stucture.

« Configuration Manageridentifies hosts currently configured in the cell.
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e Security Manager - shows the organizations in the registry and represents the
organization dorain.

e Preferences brings up DE& Launcher preferences.
e Help - provides nformation on nterface.
e Exit - provides options for exiting.

Click oneof theoption buttons ongémeto stat aDCE Cdl Manager tool, to stat an
application you previously added to the Launcher, or to add another button to the
Launcher window (Preferences buttoimhe selected button becomes temporarily
insensitive while thetool stats its initidization routines. (Clicking morethan once will
launch multiple copies of thesanetool.) You can have morethan onetool ective a the
sametime.

Generating Security Reports

Reviewing U ser Activity Data

A log is aeated to keep track of unsucessful dtempts to log into theompute. After a person
makes five conseutive unsucessful attemptsto log in, d these attempts ae recorde in thefile
/var/adm/loginlog. The procedures asserthat the file has been cread and he operair has
logged on as root.

Reviewing User Activity Data Procedure

1

At the UNIX prompt, type/usr/bin/logins [-admopstux] [-g group..] [-l login..], then
pressRketurn.

Type logins -x-I usaname then presfeturn.
e Displays login status for a user:

Type /var/adm/loginlog, then pres®eturn. To enable login Logging, this creates the
log file loginlog.

Typechmod 600 /var/adm/loginlogthen pres®eturn. This sets read and write
permissions for root on the file.

Type chgrep sys /var/adm/loginlogthen pres&eturn. This sets the group &ys

118 625-CD-004-002



Monitoring and Reviewing User Audit Trail Information

The audit_startup saipt is use to initidize the audit subsysten bdore the audit daemon is
started. This script is configurable by the System Administrator, and currently consists of a
series ofauditconfig commands to sethe systen ddault policy, and to downlod the initial
events to class mappingype the following command to initialize the audit subsystem:

/etc/secuity/au dit_startup

The audi command is the generaladministrator’s interface b the audi trail. The audi daenon
may be notified to read the contents of theaudit_control file and reinitialize the current audit
directory to thefirst directory listed in theaudit_control file or to open a new audit file in the
currentaudit directory specifiedin the audit_controffile as last read by the audit daemofhe
audit daemon may also be signaled to close the audit trail and disable auditiegaudit
commands are input as shown:

Audit Commands Procedures

1 audit -n, then presfeturn.

e Signals audit daemon to close the current audit file and open a new audit file in the
current audit directory.

2 audit -s, then presReturn.

e Signals audit daemon to read the current audit Tilee audit daemon stores the
information intenaly.

3 audit -t, then presfeturn.
e Signals audit daemon to close the current audit file, disable audit and die.
4 praudit -d filename then pres&eturn.

e Displays audit outputThe print audit command converts the binary audit records
into a variety of formats, depending on the options used with the commiEinels.
format of audit files is included in the filaisr/include/sys/audit.nBy default, user
IDs (UID) and group IDs (GID) are converted to their ACSII representation.

119 625-CD-004-002



This page intentionally left blank

120 625-CD-004-002



Practical Exercises

Introd uction

These pracical exerceses are presertl in “day-in-the-life” scenams rebting © sysem
administration activities.They represent real situations that you, as system administrator, are
likely to encounter on a day-to-day basis.

Equipment and Materials
A functioning ECS computer system

System Startup and Shutdown

The ECS system was taken down for maintenance earlier in the day and the maintenance has
beencompleted. You mustnow bring the system to full operationfurn on the entire ECS
sysemin the presched order.

_Or_

Bring the following servers to operation:
. SQL Saver
. server 2

. server 3

Tape Operations, System Backup and Restore

1 You have receied an approved requasbm the FEO Chief to performan ncrenentl
backup of the SQL Server for files created or modified within the past 48 hours.

Determine how many tgpes it will take to back up therequired dda.

3 Prepare the appropriate number of new tapes to accommodate the backup and perform the
label and inventory operations on the tapes.

Perform the incremental backup.
Inform the SEO Chief that the backup has been performed.

xusercalls you and tells you that she has inadvertently erased the following three files
thatare criical to her research:

- filel
- file2
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« file3

7 She does notemember exadly when hey are wereast modified. Locat the ltest
versons of each ofhe files and perforna file resbraion.

User Administration

1 Add the following individual to the system:

UNIX User Registration Re quest

REQUESTER INFORMATION:

Name: Erica J.
Sonnenshein

Office Phone Number: (301) 999-
5555

E-Mail Address: esonnens@gsfc.nasa.gov

32

NEW USER INFORMATION:

Name: Peter
Kovalkaides

Office Location: Bldg.

Office Phone Number: (301) 555-
1234

Home Phone Number: (301) 444-
4444

Organization: GSFC
DAAC

Group Affiliation(s):
SMC

Role(s)/Job(s)/Justification: comput er operat or with database access

required
Date of Request: 9/17/97

Date Required:

9/22/97

Supervisor Approval:

Date:

Ops Supervisor Approval:

Date:
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The user you just added has called you with the news that he has forgotten his password.
Describe the procedures you must follow to receive authorization to change the
individual's password Assuming you have received the appropriate authorizations,
change the password to ghler.

Change the group affiliations for this usem@v-group affiliation.

Peter Kovalkaides sends you an e-mail message informing that the work on his task is
complete and requests that you change the access privileges on all files owned by him to
READ ONLY for all classes of users to protect them from changes.

You have desrmined hatspace onfte xserveris beconing raher scarceThere are a

few large files insert-file-names-tere) that need to be deleted, and siraserand Peter
Kovalkaides are done with their projects, their home directories need to be moved to
insert-new-location-here Perform the procedures that will accomplish these tasks
assuming you have received the appropriate authorizatihen you are done, inform
the affeced users offte changes.

New Workstation Installation

Mr. Kovalkaides needs a workstation to do his waskncethe DAAC is just startingup, you'll
need to install and configure a new workstation for him.

1
2

5

Assign a network name for the workstation.

Install the Solaris 2.4 Operating System, the IRIX 5.3 Operating System, or the NCD
Opeating Systen as gppropride to this instdation.

Instdl custom-software-packagen this mahine
Reboot the machine.
Log in on his machne and checlotsee lhatall processes are oparsy.

System Log Mai ntenance

1

The icon on the ECS Desktop for the SQL Server has turnedteetk the system log
to find out what the problem is.

The problem in the exercise above requires you to restart the SQL server without
affecting any of the other subsystenf&erform this task now.
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Slide Presentation

Slide Presentation Description

The following slide presentation represents the slides used Iysthéctorduringthe conductof
this lesson.
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